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Introduction
This document must be completed for any new or change in service which pertains to the utilisation of personal identifiable information. It must be completed as soon as the new service or change is identified and in any event prior to go-live.
This process is a mandated requirement of the General Data Protection Regulation (GDPR) to ensure that privacy concerns have been considered and actioned to ensure the security and confidentiality of the personal identifiable information.
Privacy Law compliance checks and GDPR compliance checks are part of the DPIA process – the questions to assess this are included in the proforma.
The Project Lead should complete the documentation as they are closest to the detail of what is being proposed; where a Project Team exists, the Data PIA should also be reviewed by the Team.
Please complete all questions with as much detail as possible and return the completed from to Health Intelligence’s Data Protection Officer.
Further guidance on specific items can be found on the Information Commissioner’s website.
https://ico.org.uk/

Section A: New/Change of System/Project General Details

	Name:
	Phil Kirby

	Objective/Purpose:
	Securing the flow of patient data from General Practice in support of the Diabetic Eye Screening Programmes operated by Health Intelligence Ltd

	Background:
	MIQUEST is a long standing solution that supports the export of patient data from General Practice. It was first introduced with the Requirements for Accreditation (RFA) 1999 and has been supported since its introduction.  NHSX (formally NHS Digital) hold a contract with each GP Practice Clinical System supplier (EMIS, TPP, Vision, Microtest) (GP Systems of Choice) that requires MIQUEST to be supported. 
Health Intelligence Ltd (HI) has actively used MIQUEST for almost two decades.  Its supports the precise selection of both the cohort of patients of interest and the data set to be exported. Used correctly it is therefore the perfect tool to ensure that the agreed data set can be specified and obtained.  

	Benefits:
	MIQUEST enables the detailed specification of the data set to be exported and support the restriction of the cohort of patients to be exported. MIQUEST scripts can be loaded onto a Practice Clinical system and run to generate the required data export.  Operated for Diabetic Eye Screening (DES) data flows on a monthly basis, we are able to maintain an accurate Single Collated Lists (SCL) a fundamental component of a high-quality Diabetic Eye Screening Programme.

	Constraints:
	MIQUEST requires scripts to be run on the Practice Clinical System which therefore necessitates remote connection to initiate the MIQUEST scripts and then collate the output.  This is only viable over N3/HSCN using a NHS accredited remote connection tool, “LogMeIn” or “Away from my Desk”.
When using the tool, the Practice user is telephoned and requested to connect to a website where they can then authorise the connection.  A member of HI’s Support Services Team will then take control of the PC to initiate the export of data using MIQUEST scripts. 

A Data Export Definitions (DED) document precisely defines the data set and the cohort of patients that the data set is provided for.   A comprehensive testing regime ensure the MIQUEST scripts are kept in line with changes to the DED document as they occur.


	Relationships:
	The GP Practice is the Data Controller and we have Data Sharing Agreements (DSAs) in place with each Practice.  
Whilst HI is a Data Processor in the context of the data exported from General Practice the DSA does cover: 
· The scope of the data to be exported and hosted (Schedule 1)
· The organisations which the patient data will be shared with for direct patient care (Schedule 2)
· The access to HI systems that is enabled for GP Practice users (Schedule 3).

	Quality expectations:
	At least monthly based data exports from all participating GP Practices. 

	Data Controller(s)
	General Practice

	Data Processor(s)
	Health Intelligence Ltd (HI)

	Cross reference to other projects:
	None.

	Project Manager:
	Name:
	Adelaide Mitchell 

	
	Title:
	DESP Co-ordinator

	
	Department:
	Support Services Department

	
	Telephone:
	01270 527 373

	
	Email
	Adelaide.Mitchell@health-intelligence.com

	Information Asset Owner / Administrator:
(All systems/assets must have an Information Asset Owner (IAO) or Information Asset Administrator (IAA). IAO’s &   IAA’s are normally the System Managers / Project Leads)
	Name:
	Chris Sagar

	
	Title:
	IT Manager

	
	Department:
	IT

	
	Telephone:
	01270 765 124

	
	Email
	chris.sagar@health-intelligence.com

	Information Risk Owner:
(All systems / assets must have an Information Risk Owner (IRO) who is responsible to identifying and mitigating any risks to the Information Asset. IRO‟s are normally Heads of Departments and report to the SIRO)
	Name:
	Phil Kirby

	
	Title:
	Managing Director

	
	Department:
	Corporate

	
	Telephone:
	07770 570117

	
	Email
	phil.kirby@health-intelligence.com


Section B – Data Protection Impact Assessment Key Questions
	[bookmark: _Hlk509752224]1.  Will the system/project/process (will now be referred to thereafter as ‘asset’) contain Personal Data and Special Categories Data? (Please reference Appendix 4)
If answered ‘No’ you do not need to complete any further information as DPIA is not required.
	 Yes X
 No


	2.  Please state purpose for the collection of the data: for example, patient treatment, health administration, research, audit, staff administration
	Provision of the Diabetic Eye Screening Programme (DESP).  The DESP is a national initiative and involves the delivery direct patient care for patients with a diagnosis of diabetes aged 12 years and older.

	3.  Does the asset involve new privacy–invasive technologies?
	 Yes
 No  X
 n/a

If yes, please give details: 


	4.  Please state the data items that are held in the system
	Personal:
 Name                                       X                 
 Address                                  X
 Date of Birth                         X
 Gender                                   X
 NHS No.                                 X
 Other local identifier
 GP Practice                           X
 Consultant                         
 Third Party Relationships 

Sensitive:
 Treatment dates                 X
 Diagnosis                              X
 Medical history	         X
 Religion
 Ethnic Group                       X

Other (please state here):
Examination Data                   X
Laboratory Test Results       X


	5.  Will the asset collect new personal data items which have not been collected before?
	 Yes
 No   X (solution in use for almost two decades)
 n/a

If yes, please give details:


	6.  What checks have been made regarding the adequacy, relevance and necessity for the collection of personal and/or sensitive data for this asset?
	A Data Minimisation Exercise took place during July & August of 2018.  The Data Export Definitions document defines the data set and this is kept under regular review.






























	7.  Does the asset involve new or changed data collection policies that may be unclear or intrusive?
	 Yes
 No       X
 n/a

If yes, please give details:


















	8.  Are third-party contracts/suppliers being used?
For each specify details and reference any related Data Protection Impact Assessments

	 Yes     X 
 No      
 n/a

If yes:
Organisation Name: Health Intelligence Ltd
ICO Registration Number:  
Z845073X  End date: 18 February 2020

MIQUEST is a tool provided by the GP Practice clinical systems suppliers – so MIQUEST is not regarded as a third party – but perhaps the GP Practice Clinical System provider should be as they host the patient data on behalf of the GP Practice.  


	9.  Does the third party/supplier contracts contain all the necessary Information Governance clauses including information about Data Protection, Confidentiality, Staff Training, Subject Access Requests and Freedom of Information?
	 Yes     X
 No
 n/a     

The Commissioners of the service is the NHS England & NHS Improvement - South East who within its tender processes have assessed IG, IT and security.  Provisions are also included within the Data Sharing Agreement.
If no, please review contract details.





	10. Does the purpose of this information asset / project / process comply with GDPR and other privacy laws such as the Privacy and Electronic Communications Regulations 2003.
	 Yes           X
 No

If No, please specify why:


	11. Who provides the data/information for the asset?
	 General Practice          X
 Patient
 Staff
 Other – please specify:
 n/a


	12. Are you relying on individuals (patients/staff) to provide consent for the processing of personal data and special categories data?
	 Yes
 No (please fill in Section C)    X
 n/a

If yes, please give details how will consent be obtained:


	13. Have the individuals been informed of all the processing and have given their consent to all the processing and disclosures?
	 Yes (explicit)
 Yes (implicit in leaflets, on website)    X
 Other – please specify:
 No
 n/a

If Yes – please give details and reference related documentation.
All Programmes has a Privacy Notice provided on their websites.  Patients are directed to this when they attend for screening and also via Posters on GP Practice notice board.
The current Privacy Notce can be found here : http://www.kmdesp.co.uk/diabetic-eye-screening/privacy-notice/


	14. Does the system support patient/other data subject a) rectification, b) Right of access to person data c) the ability to restrict processing and d) the choice to opt out?
	For each specify:
 Yes              
 No
 n/a              X

If yes, please give details:
As the Data Controller, the GP Practice will address these requirements in their management of individual rights for their patients (access, rectification, erasure and restricting processing etc).  This section is noted as “n/a” as the MIQUEST process only enables the export of filtered data from the GP Practice Clinical Systems. 
Also see response to Q22.
If no, explain the situation:


	15. How will the information be kept up to date and checked for accuracy and completeness?
	This initiative is about ensuring the Programme’s Single Collated List (SCL) is accurate and complete. Monthly MIQUEST data exports are undertaken for all GP Practices who sign the DSA and the output of the MIQUEST scripts are then automatically loaded using HI’s Export Transform and Load (ETL) system into the Single Collated List. 

	16. Who will have access to the information?


	All users with access to HI Hub and specifically the Spectra Programme Management (PM) module that maintains the SCL.

	17. Do you intend to send direct marketing messages by electronic means? This includes both live and pre-recorded telephone calls, fax, email, text message and picture (including video)?
	 Yes
 No       X
 n/a

If yes, please give details:


	18. If applicable, are there procedures in place for an individual’s request to prevent processing for purposes of direct marketing in place?
	 Yes
 No
 n/a        X

If yes, please give details:


	19. Is automated decision making (profiling) being used?
	 Yes
 No         X
 n/a

If yes, please give details:


	20. Is there a useable audit trail in place for the asset? For example, to identify who has accessed a record?
	 Yes       X   In terms of both the ETL and HI Hub
 No
 n/a

If yes, please give details:
The ETL records what data has been presented to HI Hub to load and HI Hub’s audit logging functionality supports the audit of all access.

	21. Have you assessed that the processing of personal/sensitive data will not cause any unwarranted damage or distress to the individuals concerned? 
	 Yes       X
 No            
 n/a

If yes, please give details:
The flow of data is to ensure patients are not missed from being offered diabetic eye screening and protecting their eyesight.

	22. What procedures are in place for the rectifying/blocking of data by individual request or court order?
	Health Intelligence’s  Data Protection Officer (DPO) will manage all such requests (as they are likely to be directed to the provider of the Programme).  The Practice will be involved as required.  If the individual wishes to request that their data is corrected, we will ensure the correct is applied on the Programme register and the Practice is requested to correct their clinical system also.  An example:  a patient is referred by the Practice to the Programme, we invite the patient, but the patient then disputes that they are diabetic.  Health Intelligence would check with the Practice and if the Practice confirmed this position, the patient record would be corrected on both the Programme Register and the Practice Register. 
Health Intelligence undertakes a formal DPO mailbox and assessment process weekly with the DPO and Caldicott Guardian to ensure all such request can be managed in a timely manner. 

	23. Does the asset involve new or changed data access or disclosure arrangements that may be unclear?
	 Yes
 No          X
 n/a

If yes, please give details:


	24. Does the asset involve changing the medium for disclosure for publicly available information in such a way that data become more readily accessible than before? (For example, from paper to electronic via the web?)
	 Yes
 No      X
 n/a

If yes, please give details:


	25. What are the retention periods (what is the minimum timescale) for this data? (please refer to the Records Management: NHS Code of Practice)
	The retention period for the data stored within the MIQUEST and related Export Transform & Load system is three months.  This period is sufficient to address any queries with the MIQUEST based data export process. 

	26. How will the data be destroyed when it is no longer required?
	The data will be deleted from the server and all cycled backup copies.

	27. Will the information be shared with any other establishments/ organisations /Trusts?
	 Yes      X
 No     
 n/a

If yes, please give details:
Yes, however only once loaded into HI Hub (Spectra PM) in line with the Data Sharing Agreements (Schedule 2 of the embedded Data Sharing Agreement) signed with each GP Practice.  By signing the DPA, the Practice is confirming that patient data may be shared with other relevant organisations who are providing direct patient care services. For example, we will facilitate the provision of information to the Ophthalmology Department in support of a referral from the Programme. 




	28. Does the asset involve multiple organisations whether public or private sector?
Include any external organisations. Also include how the data will be sent/accessed and secured.

Provide reference to a data flow diagram showing the flows of data between organisations.
	 Yes
 No          X
 n/a

If yes, please give details:


	29. Does the asset involve new linkage of personal data with data in other collections, or are there significant changes in data linkages?
	 Yes
 No         X
 n/a

If yes, please give details:


	30. Where will the information be kept/ stored/ accessed?
	The Project is concerned with the flow of patient data from the GP Practice clinical system, using MIQUEST to HI’s ETL system for loading into HI Hub.
The data will be temporarily stored in the ETL – cleared down quarterly.  The data will be kept within HI Hub for the duration of the  DESP contract.

	31. Will any information be sent off site?

	 Yes
 No     X
 n/a

If yes, please give details including method of transportation:


	32. Are you transferring any personal and / or sensitive data to a country outside the European Economic Area (EEA)?

	 Yes
 No     X
 n/a

If yes, please give details of where:


	33. Are measures in place to mitigate risks and ensure an adequate level of security when the data is transferred to this country?
	 Yes
 No
 n/a     X

If yes, please give details:


	34. Have you checked that the non-EEA country has an adequate level of protection for data security?
	 Yes
 No
 n/a      X

If yes, please give details:


	35. Is there a Security Management Policy and Access Policy in place? Please state policy titles.
	 Yes     X
 No
 n/a

If yes, please state policy titles:
HI employees confirm their agreement to our Security Policy.  HI’s Access Control Policy ensures that all users are only given appropriate access to systems.

	36. Has an information risk assessment been carried out and reported to the Information Asset Owner (IAO)? 
Where any risks highlighted and how these will be mitigated? – please provide details
	 Yes     X
 No
 n/a

If yes, please give details:
See section E.

	37. Is there a contingency plan / backup policy in place to manage the effect of an unforeseen event? 
	 Yes       X
 No
 n/a

If yes, please give details:
If the data does not flow via MIQUEST, then HI can obtain the data via the GP Practice’s own reporting suite or via GP2DRS.
GP2DRS will be deployed during 2019 as a backup and contingency measure.

	38. Are there procedures in place to recover data (both electronic /paper) which may be damaged through:
•	Human error
•	Computer virus
•	Network failure
•	Theft
•	Fire
•	Flood
•	Other disaster
Please reference relevant policies.
	All data exported out of the GP Practice clinical system is clearly still present within the GP Practice clinical system and could therefore be re-exported.

	39. Is the DPIA approved?
If not, please state the reasons why and the action plan put in place to ensure the DPIA can be approved
	Yes





Section C – Compliance with the General Data Protection Regulation Articles 6 & 9 for Processing

	Article 6 – Lawfulness of Processing
	
	Article 9 - Processing of special categories of personal data
	

	a) the data subject has given consent to the processing of his or her personal data for one or more specific purposes;
	
	a) the data subject has given explicit consent to the processing of those personal data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject;
	

	b) processing is necessary for the performance of a contract to which the data subject is party or in order to take steps at the request of the data subject prior to entering into a contract;
	
	b) processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject;
	

	c) processing is necessary for compliance with a legal obligation to which the controller is subject;
	
	c) processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent;
	

	d) processing is necessary in order to protect the vital interests of the data subject or of another natural person;
	
	d) processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade-union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects;
	

	e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the controller;
	X
	e) processing relates to personal data which are manifestly made public by the data subject;
	

	f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the data subject which require protection of personal data, in particular where the data subject is a child.
	
	f) processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;
	

	
	
	g) processing is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued, respect
the essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject;
	

	
	
	h) processing is necessary for the purposes of preventive or occupational medicine, for
the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional  
	X

	
	
	i) processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy;
	

	
	
	j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject
	


Section D – Data Flow Map
(Please indicate where security controls are in place) 


	
	GP Practice Clinical System – Data is Exported via MIQUEST Scripts
	

	
	

	

	
	Transferred Encrypted over N3/HSCN using remote “LogMeIn” or “Away from my Desk”
	

	
	

	

	
	Loaded into HI’s Extract Transform & Load (ETL)

	

	
	
	

	
	Loaded into HI’s HI Hub system and into the Spectra PM module (SCL)
	






Section E – Privacy issues identified and risk analysis
a) Identify the privacy and related risks (see Appendix 1 for further information)
Note. By allocating a reference number to each identified privacy issue will ensure you link back to this throughout the rest of the assessment. Column (a), (b) and/or (c) must be completed for each privacy issue identified in column
	Ref No.  

	Privacy issue – element of the initiative that gives rise to the risk
	(a) Risk to individuals (complete if appropriate to issue or put not applicable)
	(b) Compliance risk
(complete if appropriate to issue or put not applicable)
	(c) Associated organisation/corporate risk (complete if appropriate to issue or put not applicable)

	Example: PR1



	Individuals are not aware of the initiative as no communication materials have been planned
	Individuals not aware that their data is being processed 
	Non-compliance with GDPR Article 6 – Lawfulness of Processing
	1. May lead to public mistrust
2. May lead to sanction by the Information Commissioners office (ICO)

	PR1

	The diabetes data set output from  MIQUEST scripts does not match the Data Export Definitions (DED) document and not all records are exported
	A delayed referral to the DESP
A delayed update to their administrative data (contained due to weekly PDS)
	n/a
	Screening Incident could be declared where referrals have been significantly delayed

	PR2



	The diabetes data set output from MIQUEST scripts does not match the Data Export Definitions document and additional records are exported
	n/a
	Breach of patient confidentiality (data processed outside of DSA) “Trusted Partner Breach” 
Potential internal user disclosure
	Potential for a Data Breach and reporting to the DPO

	PR3
	Unavailability of support for MIQUEST (support for MIQUEST may be withdrawn)
	A delayed referral to the DESP
A delayed update to their administrative data (contained due to weekly PDS)
	n/a
	Potential for Data Unavailability and reporting to the DPO

	PR4
	GP Practices may not brief patients that they would be invited for Screening
	n/a
	Awareness of Data Processing
	May receive complaints regarding the lack of transparency re data processing

	PR5
	Support Services staff my run the wrong version of the MIQUEST Scripts
	
	This may inadvertently export more data that required in breach of the DSA
	Potential for a Data Breach and reporting to the DPO


(Table 1)
b) Identify the privacy solutions 

	Ref No.

	Risk – taken from column (a), (b) and/or (c) in table 1.
	Risk score – see tables at Appendix 2
	Proposed solution(s)
/mitigating action(s) 
	Result: is the risk accepted, eliminated, or reduced?
	Risk to individuals is now OK?
Signed off by?

	
	
	Likelihood
	Impact
	RAG status
	
	
	

	
Example: PR1


	Individuals not aware that their data is being processed

Non-compliance with GDPR Article 6 – Lawfulness of Processing

1.	May lead to public mistrust
2.	May lead to sanction by the Information Commissioners office (ICO)

	5
	5
	Red
	Communication plan to be developed to ensure compliance with fair and lawful processing
Assurance that there will be an active communication campaign 
All relevant staff informed of need to understand and disseminate communication material. 
	Reduced to an acceptable level (it is not possible to eliminate at this stage as the Comms plan will need to ensure it addresses all aspects to enable individuals to be fully informed.
	Yes

Sign-of tbc

	PR1

	The diabetes data set output from  MIQUEST scripts does not match the Data Export Definitions (DED) document and not all records are exported
	2
	3
	Amber
	MIQUEST Scripts reviewed to ensure they match the DED document.  Repeat validation checks with each update.
	Reduced likelihood to 1
	Yes

	PR2



	The diabetes data set output from MIQUEST scripts does not match the Data Export Definitions document and additional records are exported
	2
	4
	Amber
	MIQUEST Scripts reviewed to ensure they match the DED document.  Repeat validation checks with each update.
	Reduced likelihood to 1
	Yes

	PR3
	Unavailability of support for MIQUEST (support for MIQUEST may be withdrawn)
	5
	5
	Red
	Prompt at national level the need to retain MIQUEST support (until another viable GDPR compliant solution operational)
	Reduced Likelihood to 4
	Yes, have to live with this risk.  Viable alternatives in place as a backup and contingency option

	PR4
	GP Practices may not brief patients that they would be invited for Screening
	2
	3
	Amber
	Provide GP Practice Briefing Papers, Posters for display and Training
	Given number of GP Practices difficult to reduce likelihood of occurrence
	Yes

	PR5
	Support Services staff my run the wrong version of the MIQUEST Scripts
	2
	3
	Amber
	Only the current version of the MIQUEST scripts available to Support Service Personnel (also as a backup a check brick is used to prevent the wrong version of the MIQUEST script output being loaded)
	Reduced Likelihood to 1 
	Yes


(Table 2)

c) [bookmark: _Toc437504041]Integrate the DPIA outcomes back into the project plan 
Note. This must include any actions identified in Table 1 and Table 2.
	Who is responsible for integrating the DPIA outcomes back in to the project plan and updating any project management paperwork?  Who is responsible for implementing the solutions that have been approved?  Who is the contact for any privacy concerns which may arise in the future?

	Ref No.

	Action to be taken
	Date for completion of actions
	Anticipated risk score following mitigation
	Responsibility for action – job title not names
	Current status/progress

	
	
	
	Likelihood
	Impact
	RAG status
	
	

	
Example: PR1


	
Communications plan to be developed
	
	2
	2
	Green
	Project Manager to liaise with Communication lead and embed into project plan
	Meeting arranged with Communication Lead

	PR1 &
PR2 &
PR5 

	MIQUEST Scripts to be quality assured and verified against the latest version of the Data Export Definitions (DED) document.
	May 2019
	1
	3
	Amber
	Head of  Support Services, management overview by Managing Director
	Last Review completed May 2019 (minor changes to scripts implemented and tested)

	PR3
	Continue to Promote MIQUEST as a valuable tool to be retained with DoH, NHSX, NHS England & NHS Improvement
	Ongoing
	4
	5
	Red
	Managing Director 
	Meetings scheduled with BMA, LMCs and NHSX

	PR4
	Prompt transparency regarding data processing in support of direct patient care for DESP – Briefing Papers, Privacy Notices, Posters, Advice and Training for GP Practices
	All material available and dispatched, hosted on the Programme’s website.
Practice training ongoing during April – September 2019 as Practices signup to the DSA
	2
	3
	Amber
	Marketing Manager



Support Service Department
	All materials available.


Training underway






Section F – Sign Off

Form completed by:
Name: Phil Kirby
Title: Managing Director / Caldicott Guardian
Signature:  	[image: Phil Kirby]

Date: 22/05/2019

Data Protection Officer Approval:
Name: Michael Pennington
Title: Head of Operations and Security / DPO
Signature:	[image: Michael Pennington]

Date: 23/05/2019













[bookmark: _Toc437504042]


Appendix 1: Types of Privacy Risks

Risks to individuals
· Inadequate disclosure controls increase the likelihood of information being shared inappropriately.
· The context in which information is used or disclosed can change over time, leading to it being used for different purposes without people’s knowledge.
· New surveillance methods may be an unjustified intrusion on their privacy.
· Measures taken against individuals as a result of collecting information about them might be seen as intrusive.
· The sharing and merging of datasets can allow organisations to collect a much wider set of information than individuals might expect.
· Identifiers might be collected and linked which prevent people from using a service anonymously.
· Vulnerable people may be particularly concerned about the risks of identification or the disclosure of information.
· Collecting information and linking identifiers might mean that an organisation is no longer using information which is safely anonymised.
· Information which is collected and stored unnecessarily, or is not properly managed so that duplicate records are created, presents a greater security risk.
· If a retention period is not established information might be used for longer than necessary.

Compliance risk
· Non-compliance with the common law duty of confidentiality
· Non-compliance with the duties in the Health & Social Care (Safety & Quality) Act 2015
· Non-compliance with the GDPR.
· Non-compliance with the Privacy and Electronic Communications Regulations (PECR).
· Non-compliance with sector specific legislation or standards.
· Non-compliance with human rights legislation.

Associated organisation/corporate risk
· Non-compliance with the Data Protection Legislation can lead to sanctions, fines and reputational damage.
· Problems which are only identified after the project has launched are more likely to require expensive fixes.
· The use of biometric information or potentially intrusive tracking technologies may cause increased concern and cause people to avoid engaging with the organisation.
· Information which is collected and stored unnecessarily or is not properly managed so that duplicate records are created, is less useful to the business.
· Public distrust about how information is used can damage an organisation’s reputation and lead to loss of business.
· Data losses which damage individuals could lead to claims for compensation.



[bookmark: _Toc437504043]Appendix 2: Guidance for Completing a Risk Register
· What is the actual risk?  Make sure the risk is clear and concise and articulated with appropriate use of language, suitable for the public domain.
· Be careful and sensitive about the wording of the risk as risk registers are subject to the Freedom of Information (FOI) requests
· Don’t reference blame to other organisations in the risk register (the register may be made available in the public domain)
· Does the risk belong to a business area within your organisation or another body? 
· It is common to use a RAG matrix rating system for assessing risk. RAG stands for red, amber, green. To achieve a RAG rating, each risk first needs a likelihood and impact score. Each risk will be RAG rated by taking the likelihood and impact scores, and using the matrix below:
Likelihood
[image: Likelihood Score 1 to 5 ]
Impact
[image: Impact Score 1 to 5]
Using the risk “RAG” rating system for scoring risks means risks can be ranked so that the most severe are addressed first. Decisions can then be made as to what mitigating action can be taken to alleviate the risk. 
A
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R
R
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Appendix 3 – Data Protection Impact Assessment Process Flowchart
[image: Data Protection Impact Assessment Process]

Appendix 4 – Glossary of Terms

	Item
	Definition

	Personal data
	Any information relating to an identifiable person who can be directly or indirectly identified in particular by reference to an identifier.
There is a wide range of personal identifiers to constitute personal data, including name, identification number, location data or online identifier, reflecting changes in technology and the way organisations collect information about people.
The definition applies to both automated personal data and to manual filing systems where personal data is accessible according to specific criteria. This could include chronologically ordered sets of manual records containing personal data.

Note: Personal data that has been pseudonymised – e.g. key-coded – can fall within the scope of the GDPR depending on how difficult it is to attribute the pseudonym to a particular individual.

	Special Categories data
	Personal Data that reveals racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade-union membership, genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation

	Direct marketing
	This is "junk mail" which is directed to individuals. The mail which is addressed to "the occupier" is not directed to an individual and is therefore not direct marketing.

Direct marketing also includes all other means by which an individual may be contacted directly such as emails and text messages which you have asked to be sent to you.
Direct marketing does not just refer to selling products or services to individuals, it also includes promoting views or campaigns such as those of a political party or charity.

	Automated decision making
	Automated decisions only arise if 2 requirements are met. First, the decision must be taken using personal information solely by automatic means. For example, if an individual applies for a personal loan online, the website uses algorithms and auto credit searching to provide an immediate yes / no decision. The second requirement is that the decision has to have a significant effect on the individual concerned.

	European Economic Area (EEA)
	The European Economic Area comprises of the EU member states plus Iceland, Liechtenstein and Norway

	Information assets
	Information assets are records, information of any kind, data of any kind and any format which we use to support our roles and responsibilities.
Examples of Information Assets are databases, systems, manual and electronic records, archived data, libraries, operations and support procedures, manual and training  materials,  contracts  and agreements,  business continuity  plans,  software  and hardware.

	Caldicott Guardian
	A senior person responsible for protecting the confidentiality of patient and service user information and enabling appropriate information sharing.
Caldicott Guardians were mandated for NHS organisations by Health Service Circular HSC 1999/012 and later for social care by Local Authority 


	SIRO (Senior Information Risk Owner)
	This person is an executive who takes ownership of the organisation's information risk policy and acts as an advocate for information risk on the Board

	IAO (Information Asset Owner)
	These are senior individuals involved in running the relevant service / department. Their role is to understand and address risks to the information assets they 'own' and to provide assurance to the SIRO on the security and use of those assets. They are responsible for providing regular reports regarding information risks and incidents pertaining to the assets under their control / area.

	IAA
(Information Asset Administrator)
	There are individuals who ensure that policies and procedures are followed, recognise actual or potential security incidents, consult their IAO on incident management and ensure that information asset registers are accurate and up to date. These roles tend to be system managers

	Implied consent
	Implied consent is given when an individual takes some other action in the knowledge that in doing so he or she has incidentally agreed to a particular use or disclosure of information, for example, a patient who visits the hospital may be taken to imply consent to a consultant consulting his or her medical records in order to assist diagnosis. Patients must be informed about this and the purposes of disclosure and also have the right to object to the disclosure.

	Explicit consent
	Express or explicit consent is given by a patient agreeing actively, usually orally (which must be documented in the patient's case notes) or in writing, to a particular use of disclosure of information.

	Anonymity
	Information may be used more freely if the subject of the information is not identifiable in any way - this is anonymised data. However, even where such obvious identifiers are missing, rare diseases, drug treatments or statistical analyses which may have very small numbers within a small population may allow individuals to be identified. A combination of items increases the chances of patient identification. When anonymised data will serve the purpose, health professionals must anonymise data and whilst it is not necessary to seek consent, general information about when anonymised data will be used should be made available to patients.

	Pseudonymity
	This is also sometimes known as reversible anonymisation. Patient identifiers such as name, address, date of birth are substituted with a pseudonym, code or other unique reference so that the data will only be identifiable to those who have the code or reference.

	Information Risk
	An identified risk to any information asset that the Organisation holds. Please see the Information Risk Policy for further information.

	Privacy Invasive Technologies
	Examples of such technologies include, but are not limited to, smart cards, radio frequency identification (RFID) tags, biometrics, locator technologies (including mobile phone location, applications of global positioning systems (GPS) and intelligent transportation systems), visual surveillance, digital image and video recording, profiling, data mining and logging of electronic traffic. Technologies that are inherently intrusive, new and sound threatening are a concern and hence represent a risk

	Authentication requirements
	An identifier enables organisations to collate data about an individual. There are increasingly onerous registration processes and document production requirements imposed to ensure the correct person can have, for example, the correct access to a system or have a smartcard. These are warning signs of potential privacy risks.

	Retention Periods
	Records are required to be kept for a certain period either because of statutory requirement or because they may be needed for administrative purposes during this time. If an organisation decides that it needs to keep records longer than the recommended minimum period, it can vary the period accordingly and record the decision and the reasons behind. The retention period should be calculated from the beginning of the year after the last date on the record. Any decision to keep records longer than 30 years must obtain approval from The National Archives.

	Records Management: NHS Code of Practice
	This is a guide to the required standards of practice in the management of records for those who work within or under contract to NHS organisations in England. It is based on current legal requirements and professional best practice. The code of practice contains-an annex with a health records retention schedule and a Business and Corporate (non-health) records retention schedule.
.

	General Data Protection Regulation  (GDPR)
	Under the GDPR, the data protection principles set out the main responsibilities for organisations.
Article 5 of the GDPR requires that personal data shall be:
a) processed lawfully, fairly and in a transparent manner in relation to individuals;
b) collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes; further processing for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes shall not be considered to be incompatible with the initial purposes;
c) adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed;
d) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay;
e) kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed; personal data may be stored for longer periods insofar as the personal data will be processed solely for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes subject to implementation of the appropriate technical and organisational measures required by the GDPR in order to safeguard the rights and freedoms of individuals; and
f) processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
Article 5(2) requires that:
the controller shall be responsible for, and be able to demonstrate, compliance with the principles

	Privacy and Electronic Communications Regulations
2003
	These regulations apply to sending unsolicited marketing messages electronically such as telephone, fax, email and text. Unsolicited marketing material should only be sent if the requester has opted in to receive this information.
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Data Export Arrangements for the Diabetic Eye Screening Programme (DESP)

A: Introduction

This document confirms the arrangements to ensure the Diabetic Eye Screening Programme (DESP) is supported with an accurate and up to date register of all patients with diabetes (aged 12 and older). 

The register, is a critical success factor for the Programme as without timely referrals from General Practice, based on accurate Practice registers, patients will not be invited for screening and risk intervention for sight loss due to diabetic retinopathy.

This document confirms the patients for whom data is to be exported and the data set to be exported in support of:

a) Assisting General Practice to establish and maintain an accurate Practice Register of patients with diabetes. 

b) Supporting the timely referral of all relevant patients to the DESP, but only following an electronic referral process.

c) Facilitating the automated notification of changes in patient details, e.g. a change of address.

Initially the data exports will be undertaken monthly, however once improved automation is available the frequency may be increased.

This document defines, within the following sections:

· the cohort of patients who will have their data exported (table has blue text) 

· the set of data to be exported about these patients (table has green text). 

With the Practice’s agreement (to the GP Practice Data Sharing Agreement), the export process defined within this document will replace the need for Practices to: 

a) Send paper-based referrals to the DESP

b) Send updates to patients’ administrative, registration or deceased status to the DESP. 






B: The Cohort of Patients 

Patients with any of the diabetes related codes detailed in the table below will be included within the export, provided they:

a) Are registered with the practice (but not as a private or a temporary registration patient)

b) Are aged 12 years and older; and

c) Do not also have an active refused consent code (see section D for further details). 

Patients with any one of the following diabetes related diagnostic, procedure, and laboratory or drugs codes will form the cohort of patients.  The data contained within Figure 2 (Section C) will then be exported and loaded for these patients.  



For all codes other than explicit diabetes diagnosis codes a date range will be applied, so the cohort selection will only include patients who have had recorded:

· Diabetes related Clinical blood tests within the last 18 months

· Diabetes related Medication within the last 12 months

· Other Diabetes related codes within the last 60 months. 

Figure 1 Selection of the Cohort of Patients

		Read Codes

		Description 



		13AB

		Diabetic lipid lowering diet



		13AC

		Diabetic weight reducing diet



		13B1

		Diabetic diet



		14F4

		H/O: Admission in last year for diabetes foot problem



		2BBF

		Retinal abnormality - diabetes related



		2BBJ

		O/E - no right diabetic retinopathy



		2BBK

		O/E - no left diabetic retinopathy



		2BBk

		O/E - right eye stable treated proliferative diabetic retinopathy



		2BBL

		O/E - diabetic maculopathy present both eyes



		2BBl

		O/E - left eye stable treated proliferative diabetic retinopathy



		2BBM

		O/E - diabetic maculopathy absent both eyes



		2BBo

		O/E - sight threatening diabetic retinopathy



		2BBP

		O/E - right eye background diabetic retinopathy



		2BBQ

		O/E - left eye background diabetic retinopathy



		2BBr

		Impaired vision due to diabetic retinopathy



		2BBR

		O/E - right eye preproliferative diabetic retinopathy



		2BBS

		O/E - left eye preproliferative diabetic retinopathy



		2BBT

		O/E - right eye proliferative diabetic retinopathy



		2BBV

		O/E - left eye proliferative diabetic retinopathy



		2BBW

		O/E - right eye diabetic maculopathy



		2BBX

		O/E - left eye diabetic maculopathy



		2G510

		Foot abnormality - diabetes related



		2G5A

		O/E - Right diabetic foot at risk



		2G5B

		O/E - Left diabetic foot at risk



		2G5C

		Foot abnormality - diabetes related



		2G5E

		O/E - Right diabetic foot at low risk



		2G5F

		O/E - Right diabetic foot at moderate risk



		2G5G

		O/E - Right diabetic foot at high risk



		2G5H

		O/E - Right diabetic foot - ulcerated



		2G5I

		O/E - Left diabetic foot at low risk



		2G5J

		O/E - Left diabetic foot at moderate risk



		2G5K

		O/E - Left diabetic foot at high risk



		2G5L

		O/E - Left diabetic foot - ulcerated



		2G5V

		O/E - right chronic diabetic foot ulcer



		2G5W

		O/E - left chronic diabetic foot ulcer



		3881

		Education score - diabetes



		3882

		Diabetes well being questionnaire



		3883

		Diabetes treatment satisfaction questionnaire



		388Y    

		UK PDS 10yr CHD risk score



		42W5   >42

		Haemoglobin A1c level - International Federation of Clinical Chemistry and Laboratory Medicine standardised



		44g1 >6.5

		Plasma fasting glucose level



		44V2

		Glucose tol. test impaired



		44V3

		Glucose tol. test diabetic



		46Z0

		Urine screening test for diabetes



		66A%

		Diabetic monitoring



		6761

		Diabetic pre-pregnancy counselling



		679L

		Health education - diabetes



		679L0

		Education in self management of diabetes



		679R

		Patient offered diabetes structured education programme



		68A7%

		Diabetic retinopathy screening



		68A8%

		Digital retinal screening



		68A9%

		Diabetic retinopathy screening offered



		68AA%

		Digital retinal screening offered



		68AB%

		Diabetic digital retinopathy screening offered



		6AC

		Review of impaired glucose tolerance



		7276

		Pan retinal photocoagulation for diabetes



		889A

		Diabetes mellitus insulin-glucose infusion in acute myocardial infarction



		8A12

		Diabetic crisis monitoring



		8A13

		Diabetic stabilisation



		889A

		Diabetes mellitus insulin-glucose infusion in acute myocardial infarction



		8A12

		Diabetic crisis monitoring



		8A13

		Diabetic stabilisation



		8B3l

		Diabetes medication review



		8BL2

		Patient on maximal tolerated therapy for diabetes



		8CA41

		Pt advised re diabetic diet



		8CP2

		Transition of diabetes care options discussed



		8CR2

		Diabetes clinical management plan



		8CS0

		Diabetes care plan agreed



		8H2J

		Admit diabetic emergency



		8H3O

		Non-urgent diabetic admission



		8H4e

		Referral to diabetes special interest general practitioner



		8H7C

		Refer, diabetic liaison nurse



		8H7f

		Referral to diabetes nurse



		8H7r

		Refer to diabetic foot screener



		8HBG

		Diabetic retinopathy 12 month review



		8HBH

		Diabetic retinopathy 6 month review



		8Hg4

		Discharged from care of diabetes specialist nurse



		8HgC

		Discharged from diabetes shared care programme



		8HHy

		Referral to diabetic register



		8Hj0

		Referral to diabetes structured education programme



		8Hj1

		Family/carer referral to diabetes structured education programme



		8Hj3

		Referral to DAFNE diabetes structured education programme



		8Hj4

		Referral to DESMOND diabetes structured education programme



		8Hj5

		Referral to XPERT diabetes structured education programme



		8Hl1

		Referral for diabetic retinopathy screening



		8Hl4

		Referral to community diabetes specialist nurse



		8HTe

		Referral to diabetes preconception counselling clinic



		8HTi

		Referral to multidisciplinary diabetic clinic



		8HTk

		Referral to diabetic eye clinic



		8I3W

		Diabetic foot examination declined



		8I3X

		Diabetic retinopathy screening refused



		8I57

		Patient held diabetic record declined



		8I6F

		Diabetic retinopathy screening not indicated



		8I6G

		Diabetic foot examination not indicated



		8I81

		Did not complete diabetes structured education programme



		8I82

		Did not complete DAFNE diabetes structured education program



		8I83

		Did not complete DESMOND diabetes structured education programme



		8I84

		Did not complete XPERT diabetes structured education programme



		8IAs

		Diabetic dietary review declined



		9N0m

		Seen in diabetic nurse consultant clinic



		9N0n

		Seen in community diabetes specialist clinic



		9N0o

		Seen in community diabetic specialist nurse clinic



		9N1i

		Seen in diabetic foot clinic



		9N1o

		Seen in multidisciplinary diabetic clinic



		9N1Q

		Seen in diabetic clinic



		9N1v

		Seen in diabetic eye clinic



		9N2f

		Seen by retinal screener



		9N2i

		Seen by diabetic liaison nurse



		9N4I

		DNA – Did not attend diabetic clinic



		9N4p

		Did not attend diabetic retinopathy clinic



		9NM0

		Attending diabetes clinic



		9NN9

		Under care of diabetes specialist nurse



		9NND

		Under care of diabetic foot screener



		9OL%

		Diabetes monitoring admin.



		C10%     



		Diabetes mellitus (excluding C10F8)





		C110%

		Hypoglycaemic coma



		C112%

		Hypoglycaemia unspecified



		C11y0

		Steroid induced diabetes



		C11y3

		Impaired fasting glycaemia



		C3130

		Glucose - galactose intolerance 



		C3135

		Glucose intolerance 



		Cyu2%

		[X]Diabetes mellitus



		F1711

		Autonomic neuropathy due to diabetes



		F3450

		Diabetic mononeuritis multiplex



		F35z0

		Diabetic mononeuritis NOS



		F372%

		Polyneuropathy in diabetes



		F3813

		Myasthenic syndrome due to diabetic amyotrophy



		F3y0

		Diabetic mononeuropathy



		F420%

		Diabetic retinopathy



		F4407

		Diabetic iritis



		G73y0

		Diabetic peripheral angiopathy



		K01x1

		Nephrotic syndrome in diabetes mellitus



		Kyu03

		[X]Glomerular disorders in diabetes mellitus



		Lyu29

		[X]Pre-existing diabetes mellitus, unspecified



		M0372

		Cellulitis in diabetic foot



		M2710

		Ischaemic ulcer diabetic foot



		M2711

		Neuropathic diabetic ulcer – foot



		M2712

		Mixed diabetic ulcer – foot



		N0300

		Diabetic cheiroarthropathy



		N0301

		Diabetic Charcot arthropathy



		PKyP

		Wolfram’s Syndrome



		R0542

		[D]Gangrene of toe in diabetic



		R0543

		[D]Widespread diabetic foot gangrene



		R10D0

		[D]Impaired fasting glycaemia



		X00Al 

		Diabetic mononeuropathy



		X00dF

		Visually threatening diabetic retinopathy



		X00dH

		Proliferative diabetic retinopathy new vessels on disc



		X00dI

		Proliferative diabetic retinopathy with new vessels elsewhere than on disc



		X40J4  

		Type I diabetes mellitus



		X40J5  

		Type II diabetes mellitus



		X40J6 

		Insulin Treated Type II diabetes mellitus



		X40J7 

		Malnutrition-related diabetes mellitus



		X40J8 

		Malnutrition-related diabetes mellitus - fibrocalculous



		X40J9  

		Malnutrition-related diabetes mellitus - protein-deficient



		X40JA 

		Secondary diabetes mellitus



		X40JB   

		Secondary pancreatic diabetes mellitus



		X40JC  

		Secondary endocrine diabetes mellitus



		X40JI 

		Diabetes mellitus autosomal dominant



		X40JJ 

		Diabetes mellitus autosomal dominant type 2



		X40JN 

		Lipodystrophy, partial, with Reiger anomaly, short stature, and insulinopenic diabetes mellitus



		X40JY 

		Insulin-dependent diabetes mellitus secretory diarrhoea syndrome



		XaA6b

		Perceived control of insulin-dependent diabetes



		XaAk4

		Discharge by diabetic liaison nurse



		XaAQZ

		Under care of diabetic liaison nurse



		XaATw

		Seen by diabetic liaison nurse



		Xa2h7  

		Dietary advice for diabetes mellitus



		Xa2hB

		Dietary advice for gestational diabetes



		Xa9Ao

		Hypoglycaemia



		Xa4g7 

		Unstable type I diabetes mellitus



		XaA6b 

		Perceived control of insulin-dependent diabetes



		XaAk4 

		Discharge by diabetic liaison nurse



		XaAQZ 

		Under care of diabetic liaison nurse



		XaATw 

		Seen by diabetic liaison nurse



		XaBLf

		O/E - Right diabetic foot at risk



		XaBLg

		O/E - Left diabetic foot at risk



		XaBTC 

		Referral to diabetic liaison nurse



		XaBuj 

		Education score - diabetes



		XaBun

		Foot abnormality diabetes related



		XaBwj    

		H/O: Admission in last year for diabetes foot problem



		XaBwj

		H/O: Admission in last year for diabetes foot problem



		XaE46 

		Referral to diabetes nurse



		XaE4q  

		Attending diabetes clinic



		XaE5T

		 Mild non proliferative diabetic retinopathy



		XaE5U

		Moderate non proliferative diabetic retinopathy



		XaE5V

		Severe non proliferative diabetic retinopathy



		XaE5W

		Proliferative diabetic retinopathy - non high risk



		XaE5X

		Proliferative diabetic retinopathy - high risk



		XaE5Y

		Proliferative diabetic retinopathy - quiescent



		XaE5Z

		Proliferative diabetic retinopathy - iris neovascularisation



		XaEJQ 

		Seen in diabetic eye clinic



		XaELP  

		Type I diabetes mellitus without complication



		XaELQ 

		Type II diabetes mellitus without complication



		XaEnn 

		Type I diabetes mellitus with mononeuropathy



		XaEno 

		Type I diabetes mellitus with polyneuropathy



		XaEnp 

		Type II diabetes mellitus with mononeuropathy



		XaEnq  

		Type II diabetes mellitus with polyneuropathy



		XaF04 

		Type I diabetes mellitus with nephropathy



		XaF05 

		Type II diabetes mellitus with nephropathy



		XaFvj

		Diabetic lipid lowering diet



		XaFvk

		Diabetic weight reducing diet



		XaFm8  

		Type I diabetes mellitus with diabetic cataract



		XaFmA 

		Type II diabetes mellitus with diabetic cataract



		XaFmK 

		Type I diabetes mellitus with peripheral angiopathy



		XaFmL 

		Type I diabetes mellitus with arthropathy



		XaFmM 

		Type I diabetes mellitus with neuropathic arthropathy



		XaFn7  

		Type II diabetes mellitus with peripheral angiopathy



		XaFn8 

		Type II diabetes mellitus with arthropathy



		XaFn9 

		Type II diabetes mellitus with neuropathic arthropathy



		XaFsp    

		Diabetes resolved



		XaFvj

		Diabetic lipid lowering diet



		XaFvk

		Diabetic weight reducing diet



		XaFvt 

		Diabetes mellitus excluded



		XaFWG 

		Type I diabetes mellitus with hypoglycaemic coma



		XaFWI 

		Type II diabetes mellitus with hypoglycaemic coma



		XaFx7 

		Diabetes mellitus insulin-glucose infusion in acute myocardial infarction



		XaIeH

		O/E - Right diabetic foot at low risk



		XaIeI

		O/E - Right diabetic foot at high risk



		XaIeJ

		O/E - Right diabetic foot - ulcerated



		XaIeK

		O/E - Left diabetic foot - ulcerated



		XaIeL

		O/E - Left diabetic foot at low risk



		XaIeM

		O/E - Left diabetic foot at high risk



		XaIeR

		O/E - Left diabetic foot at moderate risk



		XaIeS

		O/E - Right diabetic foot at moderate risk



		XaIeU

		Diabetic pre-pregnancy counselling



		XaIIj   

		Diabetic retinopathy screening



		XaIP5

		Non proliferative diabetic retinopathy



		XaIPg

		O/E - no right diabetic retinopathy



		XaIPi 

		Digital retinal screening



		XaIPj

		O/E - no left diabetic retinopathy



		XaIPk

		O/E - diabetic maculopathy present both eyes



		XaIPl

		O/E - diabetic maculopathy absent both eyes



		XaIQS 

		Refer to diabetic foot screener



		XaIR4

		Did not attend diabetic clinic



		XaIRK

		[D]Impaired fasting glycaemia



		XaIrf  

		Hyperosmolar non-ketotic state in type 2 diabetes mellitus



		XaIIj

		Diabetic retinopathy screening



		XaIRY

		Impaired fasting glycaemia



		XaIW8

		High risk non proliferative diabetic retinopathy



		XaIyz 

		Diabetes mellitus with persistent microalbuminuria



		XaIz0 

		Diabetes mellitus with persistent proteinuria



		XaIzM 

		Type 1 diabetes mellitus with persistent proteinuria



		XaIzN 

		Type 1 diabetes mellitus with persistent microalbuminuria



		XaIzQ  

		Type 2 diabetes mellitus with persistent proteinuria



		XaIzR 

		Type 2 diabetes mellitus with persistent microalbuminuria



		XaJ5j

		Patient on maximal tolerated therapy for diabetes



		XaJ7D

		Health education - diabetes



		XaJEN 

		Seen in diabetic foot clinic



		XaJkQ 

		Diabetic retinopathy screening refused



		XaJLa  

		Diabetic retinopathy 12 month review



		XaJLb 

		Diabetic retinopathy 6 month review



		XaJlI

		Pan retinal photocoagulation for diabetes



		XaJlL  

		Secondary pancreatic diabetes mellitus without complication



		XaJlM 

		Diabetes mellitus induced by non-steroid drugs without complication



		XaJlQ 

		Lipoatrophic diabetes mellitus without complication



		XaJlR 

		Secondary diabetes mellitus without complication



		XaJix

		Diabetic foot examination declined



		XaJkQ

		Diabetic retinopathy screening refused



		XaJYg

		Diabetes clinical management plan



		XaJLa

		Diabetic retinopathy 12 month review



		XaJLb

		Diabetic retinopathy 6 month review



		XaJO4 

		Under care of diabetes specialist nurse



		XaJO9 

		Under care of diabetic foot screener



		XaJOD 

		Diabetic retinopathy screening not indicated



		XaJOE 

		Diabetic foot examination not indicated



		XaJOg

		O/E - right eye background diabetic retinopathy



		XaJOh

		O/E - left eye background diabetic retinopathy



		XaJOi

		O/E - right eye preproliferative diabetic retinopathy



		XaJOj

		O/E - left eye preproliferative diabetic retinopathy



		XaJOk

		O/E - right eye proliferative diabetic retinopathy



		XaJOl

		O/E - left eye proliferative diabetic retinopathy



		XaJOn

		O/E - right eye diabetic maculopathy



		XaJOo

		O/E - left eye diabetic maculopathy



		XaJOO

		Patient held diabetic record issued



		XaJQp 

		Type 2 diabetes mellitus with exudative maculopathy



		XaJSr 

		Type 1 diabetes mellitus with exudative maculopathy



		XaJUI 

		Diabetes mellitus induced by non-steroid drugs



		XaJYg   

		Diabetes clinical management plan



		XaKaL 

		Seen in diabetic nurse consultant clinic



		XaKaM 

		Seen in community diabetes specialist clinic



		XaKaW  

		Diabetic retinopathy screening offered



		XaKbH  

		Seen in community diabetic specialist nurse clinic



		XaKbu 

		Discharged from care of diabetes specialist nurse



		XaKcS

		O/E - sight threatening diabetic retinopathy



		XaKDG

		O/E - right eye stable treated proliferative diabetic retinopathy



		XaKDH

		O/E - left eye stable treated proliferative diabetic retinopathy



		XaKGq 

		Referral to diabetes preconception counselling clinic



		XaKGy  

		Referral to diabetes structured education programme



		XaKH7

		United Kingdom Prospective Diabetes Study 10 year coronary heart disease risk score



		XaKHD

		Transition of diabetes care options discussed



		XaKjW

		Diabetic monitoring - injection site check declined



		XaKjX

		Diabetic monitoring - injection site not checked



		XaKOF

		Patient held diabetic record declined



		XaKSn  

		Diabetes care plan agreed



		XaKSp

		Patient offered diabetes structured education programme



		XaKT5 

		Diabetic Patient Unsuitable for digital retinal photography



		XaKyW 

		Type 1 diabetes mellitus with gastroparesis



		XaKyX  

		Type 2 diabetes mellitus with gastroparesis



		XaKzO

		Referral to multidisciplinary diabetic clinic



		XaKzP 

		Seen in multidisciplinary diabetic clinic



		XaL1E 

		Digital retinal screening offered



		XaL1S

		Did not attend diabetic retinopathy clinic



		XaL2E

		Diabetic monitoring - lower risk albumin excretion



		XaL2F

		Diabetic monitoring - higher risk albumin excretion



		XaLMa 

		Referral to diabetic register



		XaLMy

		Patient consent given for addition to diabetic register



		XaLsL    

		Diabetic digital retinopathy screening offered



		XaMFF 

		Referral for diabetic retinopathy screening



		XaMhQ  

		Referral to community diabetes specialist nurse



		XaNTd 

		Did not complete diabetes structured education programme



		XaNW1

		Review of impaired glucose tolerance



		XaON1  

		Referral to diabetes special interest general practitioner



		XaOPl

		[V]Personal history of gestational diabetes mellitus



		XaPem 

		Diabetic retinopathy screening administrative status



		XaPen

		Impaired vision due to diabetic retinopathy



		XaQGH 

		Discharged from diabetes shared care programme



		XaR8L

		Education in self management of diabetes



		XaX3r  

		Diabetic dietary review declined



		XaXfs

		Diabetic retinopathy detected by national screening programme



		XaXH5

		Diabetic monitoring - injection sites normal



		XaXH6 XaXH6

		Diabetic monitoring - injection sites abnormal



		XaXR7

		Referral for management of impaired glucose tolerance



		XE10E  

		Diabetes mellitus, juvenile type, with no mention of complication



		XE10F  

		Diabetes mellitus, adult onset, with no mention of complication



		XE10G  

		Diabetes mellitus with renal manifestation



		XE10H 

		Diabetes mellitus with neurological manifestation



		XE10I 

		Diabetes mellitus with peripheral circulatory disorder



		XE10J

		Hypoglycaemic coma



		XE128 

		Diabetes mellitus (& [ketoacidosis])



		XE12A 

		Diabetes mellitus: [adult onset] or [noninsulin dependent]



		XE12C 

		Diabetes mellitus: [juvenile] or [insulin dependent]



		XE12Q

		Hypoglycaemic coma (& [insulin])



		XE15n 

		Myasthenic syndrome due to diabetic amyotrophy



		XE18r

		(Secondary cataract) or (diabetic cataract)



		XE1T2

		Diabetic monitoring - injection sites



		XE1Uy

		Diabetic monitoring (& [clinic])



		XE2Nd 

		Diabetes monitoring admin.



		XE2Ne

		Diabetes monitoring check done



		XM0cY   

		Diabetes treatment satisfaction questionnaire



		XM1Qx  

		Diabetes mellitus with gangrene



		XSETH

		Maturity onset diabetes mellitus in young



		XSETK 

		Drug-induced diabetes mellitus



		XSETp 

		Diabetes mellitus due to insulin receptor antibodies



		ZC2C8

		Dietary advice for diabetes mellitus



		ZL225

		Under care of diabetic liaison nurse	



		ZL625

		Referral to diabetes nurse



		ZL626

		Referral to diabetic liaison nurse



		ZLA25

		Seen by diabetic liaison nurse



		ZLD75

		Discharge by diabetic liaison nurse



		ZRBa

		Education score – diabetes



		ZRbH

		Perceived control of insulin-dependent diabetes



		

		



		

		



		Patient with Diabetes related drugs codes:

		



		f1%-f8%

		Diabetes drugs



		

		







Notes: 

1) The use of the “%” in the Read 2 code system indicates that all lower level codes will also be exported.  

2) The codes specified within the left most column are Read Codes version 2.  Some GP Practice clinical systems make use of Read Codes version 3 (also known as CTV3).  Whilst all Read 2 codes are detailed above and are also within the Read Code 3 coding system, some additional Read 3 codes do exist and will be exported, but only where the meaning is as defined in the table above.




C: Data Set for DESP

The following data will be exported and hosted on behalf of the GP Practice for the cohort of patients specified above within Section B, Figure 1 above.  The data set is comprehensive in order to support the hosted data being used by the Data Quality Report for practices to improve their diabetes register. Please note, the data is hosted on behalf of the Practice, it is not necessarily accessible to the Programme.  The Data Set is only accessible to the Programme based on:

a) A Referral by the Practice to the DESP – administrative data is accessible to support registration of the patient on the DESP’s register and for Booking and Failsafe Processes only following a referral. 

a) Informed Patient Consent – relevant clinical data is accessible to support Retinal Screeners and clinicians along the patient’s care pathway, only once the patient provides their informed consent.

These arrangements are noted within Figure 2 below as indicated by an “X” in the relevant columns.

Administrative Data: this data is required by the DESP to support the referral, generate invitation letters, understand patient constraints and the urgency for screening (for example, this would include the pregnancy status of the patient as patients with diabetes who are pregnant require to be screened much more frequently).  The Booking Office and Failsafe will have access to this data once the Practice has processed the electronic referral to the Programme.

Diagnostic (Diabetes) Data: this is required to register an eligible patient on to the DESP register, i.e. they have to have a diagnosis of diabetes, but the type of diabetes will not be shared with the Programme following a referral, until the patient is seen and provides their consent.

Clinical Data: this data is required to support the management of patients within the Programme and will support Retinal Screeners/Graders and also the referral process.  Clinical data will be accessible to healthcare professionals involved in the care of the patient only once the patient giving their informed consent for healthcare professionals directly involved in their care to access their data.

For information, the first time the patient is screened by the Programme, the patient or their carer/guardian will sign a Patient Consent Form; thereafter the patient will indicate their consent and this will be recorded by the Retinal Screener within the information system.  Consent data will be stored within the Consent Register and will detail, who provided the consent, the consent statement, the date of consent and who captured the consent.  




Figure 2 Administrative and Clinical Data Exported & Shared with DESP

		Codes

		Description 

		Data Exported & Hosted (only accessible to the Practice) 

		Data Shared with DESP once Referral Actioned –Implied Consent basis

		Data Shared with DESP and others*1 following Informed Patient Consent – (obtained during screening)



		

		Patient’s NHS Number, Name, Gender, Date of Birth, Address, Telephone contact numbers(s)

		X

		X

		X



		13C%

		Mobility – social functioning

		X

		X

		X



		13I%

		Main Spoken Language

		X

		X

		X



		13n%

		Language read

		X

		X

		X



		1434

		H/O: diabetes mellitus

		X

		

		X



		14F4

		H/O: Admission in last year for diabetes foot problem

		X

		

		X



		1I0

		Diabetes mellitus excluded*2

		X

		

		X



		21263

		Diabetes resolved

		X

		

		X



		212H

		Diabetes resolved

		X

		

		X



		226%

		O/E – ethnic group 

		X

		X

		X



		22J%

		Patient dead (& O/E (& condition fatal))

		X

		X

		X



		22K%

		Body Mass Index

		X

		

		X



		246%

		O/E - blood pressure reading

		X

		

		X



		2841

		Confused

		X

		

		X



		2B6%

		O/E - visual acuity R-eye

		X

		

		X



		2B7%

		O/E - visual acuity L-eye

		X

		

		X



		2BB%

		O/E - retinal inspection

		X

		

		X



		312%

		Visual testing

		X

		

		X



		3881

		Education score – diabetes

		X

		 

		X



		3882

		Diabetes well being questionnaire

		X

		

		X



		3883

		Diabetes treatment satisfaction questionnaire

		X

		

		X



		388Y

		UK PDS 10yr CHD risk score

		X

		

		X



		42c%

		HbA1 - diabetic control

		X

		

		X



		42W%

		Hb. A1C - diabetic control

		X

		

		X



		44g1

		Plasma fasting glucose level

		X

		

		X



		44J%

		Serum Creatinine

		X

		

		X



		44V2

		Glucose tol. test impaired

		X

		

		X



		44V3

		Glucose tol. test diabetic

		X

		

		X



		44V4

		GTT = renal glycosuria

		X

		

		X



		451%

		Glomerular filtration ratio

		X

		

		X



		46Z0

		Urine screening test for diabetes

		X

		

		X



		58C1

		Retinal photography 

		X

		

		X



		621%

		Patient currently pregnant 

		X

		X

		X



		65E%

		Influenza vaccination

		X

		

		X



		68A7%

		Diabetic retinopathy screening

		X

		X

		X



		68A8%

		Digital retinal screening

		X

		X

		X



		68A9%

		Diabetic retinopathy screening offered

		X

		X

		X



		68AA%

		Digital retinal screening offered

		X

		X

		X



		68AB%

		Diabetic digital retinopathy screening offered

		X

		X

		X



		7271%

		Photocoagulation of retina for detachment

		X

		

		X



		7272%

		Destruction of lesion of retina

		X

		

		X



		7276

		Pan retinal photocoagulation for diabetes

		X

		

		X



		727A%

		Evaluation of retina

		X

		

		X



		727B%

		Destruction of subretinal lesion

		X

		

		X



		7P172

		Glucose tolerance test

		X

		

		X



		889A

		Diabetes mellitus insulin-glucose infusion in acute myocardial infarction

		X

		

		X



		892%

		Informed consent for procedure

		X

		X

		X



		8A12

		Diabetic crisis monitoring

		X

		

		X



		8A13

		Diabetic stabilisation

		X

		

		X



		8CE0

		Diabetic leaflet given

		X

		

		X



		8CR2

		Diabetes clinical management plan

		X

		

		X



		8CS0

		Diabetes care plan agreed

		X

		

		X



		8H2J

		Admit diabetic emergency

		X

		

		X



		8H3O

		Non-urgent diabetic admission

		X

		

		X



		8H4e

		Referral to diabetes special interest general practitioner

		X

		

		X



		8H7C

		Refer, diabetic liaison nurse

		X

		

		X



		8H7f

		Referral to diabetes nurse

		X

		

		X



		8H7n

		Referral to retinal screener

		X

		X

		X



		8H7r

		Refer to diabetic foot screener

		X

		

		X



		8HBG

		Diabetic retinopathy 12 month review

		X

		X

		X



		8HBH

		Diabetic retinopathy 6 month review

		X

		X

		X



		8Hg4

		Discharged from care of diabetes specialist nurse

		X

		

		X



		8HgC

		Discharged from diabetes shared care programme

		X

		

		X



		8Hhy

		Referral to diabetic register

		X

		

		X



		8Hj0

		Referral to diabetes structured education programme

		X

		

		X



		8Hj1

		Family/carer referral to diabetes structured education programme

		X

		

		X



		8Hj3

		Referral to DAFNE diabetes structured education programme

		X

		

		X



		8Hj4

		Referral to DESMOND diabetes structured education programme

		X

		

		X



		8Hj5

		Referral to XPERT diabetes structured education programme

		X

		

		X



		8Hl1

		Referral for diabetic retinopathy screening

		X

		X

		X



		8Hl4

		Referral to community diabetes specialist nurse

		X

		

		X



		8Hte

		Referral to diabetes preconception counselling clinic

		X

		

		X



		8Hti

		Referral to multidisciplinary diabetic clinic

		X

		

		X



		918e. 

		On learning disability register

		X

		

		X



		9h41

		Excepted from diabetes quality indicators: Patient unsuitable

		X

		

		X



		9i%

		Ethnic category – 2001 census

		X

		X

		X



		9m0%

		Diabetic retinopathy screening administrative status

		X

		X

		X



		9N0m

		Seen in diabetic nurse consultant clinic

		X

		

		X



		9N0n

		Seen in community diabetes specialist clinic

		X

		

		X



		9N0o

		Seen in community diabetic specialist nurse clinic

		X

		

		X



		9N1i

		Seen in diabetic foot clinic

		X

		

		X



		9N1o

		Seen in multidisciplinary diabetic clinic

		X

		

		X



		9N1Q

		Seen in diabetic clinic

		X

		

		X



		9N1v

		Seen in diabetic eye clinic

		X

		

		X



		9N2f

		Seen by retinal screener

		X

		X

		X



		9N2i

		Seen by diabetic liaison nurse

		X

		

		X



		9N4I

		DNA - Did not attend diabetic clinic

		X

		

		X



		9N4p

		Did not attend diabetic retinopathy clinic

		X

		X

		X



		9NM0

		Attending diabetes clinic

		X

		

		X



		9Nn%

		Further interpreter needed

		X

		X

		X



		9NN9

		Under care of diabetes specialist nurse

		X

		

		X



		9NND

		Under care of diabetic foot screener

		X

		

		X



		9NU%

		Need for interpreter

		X

		X

		X



		9OL%

		Diabetes monitoring admin.

		X

		

		X



		9S%

		Ethnic groups (census)

		X

		X

		X



		9T%

		Ethnicity and other related nationality data

		X

		X

		X



		C10%      



		Diabetes mellitus

(excluding the following code C10F8)

		X

		*

		X



		C11y0

		Steroid Induced Diabetes

		X

		*

		X



		C164

		Polycystic ovaries*2

		X

		*

		X



		C165

		Polycystic ovarian syndrome *2

		X

		*

		X



		Cyu2%

		[X]Diabetes mellitus

		X

		*

		X



		E3...% 

		Mental retardation

		X

		

		X



		Eu7..% 

		[X]Mental retardation

		X

		

		X



		Eu814 

		[X]Moderate learning disability

		X

		

		X



		Eu815 

		[X]Severe learning disability

		X

		

		X



		Eu816 

		X]Mild learning disability

		X

		

		X



		Eu817 

		[X]Profound learning disability

		X

		

		X



		Eu818 

		[X]Specific learning disability

		X

		

		X



		Eu81z 

		[X]Developmental disorder of scholastic skills, unspecified

		X

		

		X



		F1711

		Autonomic neuropathy due to diabetes

		X

		*

		X



		F3450

		Diabetic mononeuritis multiplex

		X

		*

		X



		F35z0

		Diabetic mononeuritis NOS

		X

		*

		X



		F372%

		Polyneuropathy in diabetes

		X

		*

		X



		F3813

		Myasthenic syndrome due to diabetic amyotrophy

		X

		*

		X



		F3y0

		Diabetic mononeuropathy

		X

		*

		X



		F41%

		Retinal detachments and defects

		X

		*

		X



		F42%

		Other retinal disorders

		X

		*

		X



		F43%

		Chorioretinal inflammations scars and other disorders of choroid 

		X

		*

		X



		F4407

		Diabetic iritis

		X

		*

		X



		F45%

		Glaucoma

		X

		*

		X



		F46%

		Cataract

		X

		*

		X



		F49%

		Blindness and low vision

		X

		*

		X



		F4E3%

		Ptosis of eyelid

		X

		*

		X



		F4K%

		Other eye disorders

		X

		*

		X



		K01x1

		Nephrotic syndrome in diabetes mellitus

		X

		*

		X



		Kyu03

		[X]Glomerular disorders in diabetes mellitus

		X

		*

		X



		L180%

		Diabetes mellitus during pregnancy, childbirth and the puerperium

		X

		*

		X



		L188

		Abnormal glucose tolerance test during pregnancy, childbirth and the puerperium 

		X

		*

		X



		Lyu29

		[X]Pre-existing diabetes mellitus, unspecified

		X

		*

		X



		M0372%

		Cellulitis in diabetic foot

		X

		*

		X



		N0300

		Diabetic cheiroarthropathy

		X

		*

		X



		N0301

		Diabetic Charcot arthropathy

		X

		*

		X



		PKyP

		Wolfram’s Syndrome

		X

		*

		X



		R102

		[D]Glucose tolerance test abnormal

		X

		*

		X



		X00Al 

		Diabetic mononeuropathy

		X

		

		X



		X00ee 

		Mixed open and angle-closure glaucoma

		X

		

		X



		X00ef 

		Absolute glaucoma

		X

		

		X



		X00eg 

		Iatrogenic glaucoma

		X

		

		X



		X00eh 

		Iatrogenic angle-closure glaucoma

		X

		

		X



		X00ei   

		Glaucoma and corneal anomaly

		X

		

		X



		X00el 

		Phacogenic glaucoma

		X

		

		X



		X00em   

		Neovascular glaucoma

		X

		

		X



		X00en  

		Glaucoma with intraocular haemorrhage

		X

		

		X



		X00eo 

		Ghost cell glaucoma

		X

		

		X



		X00eq  

		Glaucoma due to contusion injury

		X

		

		X



		X00er 

		Monoplegic cerebral palsy affecting upper limb

		X

		

		X



		X00es  

		Glaucoma following surgery

		X

		

		X



		X00et 

		Congenital spastic foot

		X

		

		X



		X2030  

		Pulmonary fat embolism

		X

		

		X



		X2031 

		Subacute pulmonary fat embolism

		X

		

		X



		X203q  

		Fat embolism syndrome

		X

		

		X



		X203r   

		Fulminant fat embolism syndrome

		X

		

		X



		X406n    

		Polycystic ovary syndrome

		X

		

		X



		X40J4  

		Type I diabetes mellitus

		X

		

		X



		X40J5  

		Type II diabetes mellitus

		X

		

		X



		X40J6 

		Insulin Treated Type II diabetes mellitus

		X

		

		X



		X40J7 

		Malnutrition-related diabetes mellitus

		X

		

		X



		X40J8 

		Malnutrition-related diabetes mellitus - fibrocalculous

		X

		

		X



		X40J9  

		Malnutrition-related diabetes mellitus - protein-deficient

		X

		

		X



		X40JA 

		Secondary diabetes mellitus

		X

		

		X



		X40JB   

		Secondary pancreatic diabetes mellitus

		X

		

		X



		X40JC  

		Secondary endocrine diabetes mellitus

		X

		

		X



		X40JI 

		Diabetes mellitus autosomal dominant

		X

		

		X



		X40JJ 

		Diabetes mellitus autosomal dominant type 2

		X

		

		X



		X40JN 

		Lipodystrophy, partial, with Reiger anomaly, short stature, and insulinopenic diabetes mellitus

		X

		

		X



		X40JY 

		Insulin-dependent diabetes mellitus secretory diarrhoea syndrome

		X

		

		X



		Xa0UI 

		Blind

		X

		

		X



		Xa1zl  

		Retinal photography

		X

		

		X



		Xa2h7  

		Dietary advice for diabetes mellitus

		X

		

		X



		Xa3fE 

		Secondary/other glaucoma

		X

		

		X



		Xa4g7 

		Unstable type I diabetes mellitus

		X

		

		X



		Xa9BS  

		Steroid-induced glaucoma - borderline

		X

		

		X



		Xa9BT 

		Secondary glaucoma

		X

		

		X



		XaA6b 

		Perceived control of insulin-dependent diabetes

		X

		

		X



		Xaa9G

		Administration of intranasal influenza vaccination

		X

		

		X



		Xaac3

		Administration of first intranasal seasonal influenza vaccination

		X

		

		X



		Xaac4

		Administration of second intranasal seasonal influenza vaccination

		X

		

		X



		Xaac5

		First intranasal pandemic influenza vaccination given by other healthcare provider

		X

		

		X



		Xaac7

		First intranasal seasonal influenza vaccination given by other healthcare provider

		X

		

		X



		Xaac8

		Second intranasal seasonal influenza vaccination given by other healthcare provider

		X

		

		X



		XaaED

		Administration of first intranasal influenza vaccination

		X

		

		X



		XaaEF

		Administration of second intranasal influenza vaccination

		X

		

		X



		XaaGs

		Provision of information about seasonal influenza vaccination

		X

		

		X



		XaaiS 

		Specific learning disability

		X

		

		X



		XaAk4 

		Discharge by diabetic liaison nurse

		X

		

		X



		XaAQZ 

		Under care of diabetic liaison nurse

		X

		

		X



		XaATf 

		Seen by ophthalmologist

		X

		

		X



		XaATw 

		Seen by diabetic liaison nurse

		X

		

		X



		XaaWK

		Did not attend second intranasal seasonal influenza vaccination

		X

		

		X



		XaaWM

		Did not attend first intranasal seasonal influenza vaccination

		X

		

		X



		XaaZp

		Seasonal influenza vaccination given while hospital inpatient

		X

		

		X



		XabGL

		Education about influenza vaccination

		X

		

		X



		Xabk1

		Significant learning disability

		X

		

		X



		XaBTC 

		Referral to diabetic liaison nurse

		X

		

		X



		XaBUe

		Influenza vaccination status

		X

		

		X



		XaBuj 

		Education score - diabetes

		X

		

		X



		XaBun

		Foot abnormality diabetes related

		X

		

		X



		XaBwj    

		H/O: Admission in last year for diabetes foot problem

		X

		

		X



		XaE46 

		Referral to diabetes nurse

		X

		

		X



		XaE4q  

		Attending diabetes clinic

		X

		

		X



		XaE6s 

		Acquired blindness, both eyes

		X

		

		X



		XaE6t  

		Acquired blindness, one eye

		X

		

		X



		XaEJQ 

		Seen in diabetic eye clinic

		X

		

		X



		XaELP  

		Type I diabetes mellitus without complication

		X

		

		X



		XaELQ 

		Type II diabetes mellitus without complication

		X

		

		X



		XaEnn 

		Type I diabetes mellitus with mononeuropathy

		X

		

		X



		XaEno 

		Type I diabetes mellitus with polyneuropathy

		X

		

		X



		XaEnp 

		Type II diabetes mellitus with mononeuropathy

		X

		

		X



		XaEnq  

		Type II diabetes mellitus with polyneuropathy

		X

		

		X



		XaEVp 

		Focal diabetic maculopathy

		X

		

		X



		XaEVW 

		Acute-on-chronic glaucoma

		X

		

		X



		XaF04 

		Type I diabetes mellitus with nephropathy

		X

		

		X



		XaF05 

		Type II diabetes mellitus with nephropathy

		X

		

		X



		XaF9D 

		Primary open-angle glaucoma with narrow angles

		X

		

		X



		XaF9I  

		Secondary open-angle glaucoma

		X

		

		X



		XaF9J 

		Secondary angle-closure glaucoma

		X

		

		X



		XaFao 

		Secondary angle-closure glaucoma - synechial

		X

		

		X



		XaFap 

		Secondary angle-closure glaucoma with rubeosis

		X

		

		X



		XaFm8  

		Type I diabetes mellitus with diabetic cataract

		X

		

		X



		XaFmA 

		Type II diabetes mellitus with diabetic cataract

		X

		

		X



		XaFmK 

		Type I diabetes mellitus with peripheral angiopathy

		X

		

		X



		XaFmL 

		Type I diabetes mellitus with arthropathy

		X

		

		X



		XaFmM 

		Type I diabetes mellitus with neuropathic arthropathy

		X

		

		X



		XaFn7  

		Type II diabetes mellitus with peripheral angiopathy

		X

		

		X



		XaFn8 

		Type II diabetes mellitus with arthropathy

		X

		

		X



		XaFn9 

		Type II diabetes mellitus with neuropathic arthropathy

		X

		

		X



		XaFsp    

		Diabetes resolved

		X

		

		X



		XaFvt 

		Diabetes mellitus excluded

		X

		

		X



		XaFWG 

		Type I diabetes mellitus with hypoglycaemic coma

		X

		

		X



		XaFWI 

		Type II diabetes mellitus with hypoglycaemic coma

		X

		

		X



		XaFx7 

		Diabetes mellitus insulin-glucose infusion in acute myocardial infarction

		X

		

		X



		XaI8W    

		Need for interpreter

		X

		

		X



		XaIBI

		Influenza vaccination declined

		X

		

		X



		XaIIj   

		Diabetic retinopathy screening

		X

		

		X



		XaIjF 

		Usual GP

		X

		

		X



		XaIM9  

		Language read

		X

		

		X



		XaIOa   

		O/E - visual acuity R-eye=6/4

		X

		

		X



		XaIOb  

		O/E - visual acuity R-eye=3/60

		X

		

		X



		XaIOc 

		O/E - visual acuity L-eye =6/4

		X

		

		X



		XaIOd  

		O/E - visual acuity L-eye=3/60

		X

		

		X



		XaIPi 

		Digital retinal screening

		X

		

		X



		XaIPm    

		Seen by retinal screener

		X

		

		X



		XaIPU 

		Referral to retinal screener

		X

		

		X



		XaIQS 

		Refer to diabetic foot screener

		X

		

		X



		XaIR4

		Did not attend diabetic clinic

		X

		

		X



		XaIrf

		Hyperosmolar non-ketotic state in type 2 diabetes mellitus

		X

		

		X



		XaIyz

		Diabetes mellitus with persistent microalbuminuria

		X

		

		X



		XaIz0

		Diabetes mellitus with persistent proteinuria

		X

		

		X



		XaIzM

		Type 1 diabetes mellitus with persistent proteinuria

		X

		

		X



		XaIzN

		Type 1 diabetes mellitus with persistent microalbuminuria

		X

		

		X



		XaIzQ  

		Type 2 diabetes mellitus with persistent proteinuria

		X

		

		X



		XaIzR 

		Type 2 diabetes mellitus with persistent microalbuminuria

		X

		

		X



		XaJEN 

		Seen in diabetic foot clinic

		X

		

		X



		XaJkQ 

		Diabetic retinopathy screening refused

		X

		

		X



		XaJLa  

		Diabetic retinopathy 12 month review

		X

		

		X



		XaJLb 

		Diabetic retinopathy 6 month review

		X

		

		X



		XaJlI 

		Pan retinal photocoagulation for diabetes

		X

		

		X



		XaJlL  

		Secondary pancreatic diabetes mellitus without complication

		X

		

		X



		XaJlM 

		Diabetes mellitus induced by non-steroid drugs without complication

		X

		

		X



		XaJlQ 

		Lipoatrophic diabetes mellitus without complication

		X

		

		X



		XaJlR 

		Secondary diabetes mellitus without complication

		X

		

		X



		XaJO4 

		Under care of diabetes specialist nurse

		X

		

		X



		XaJO9 

		Under care of diabetic foot screener

		X

		

		X



		XaJOD 

		Diabetic retinopathy screening not indicated

		X

		

		X



		XaJOE 

		Diabetic foot examination not indicated

		X

		

		X



		XaJOO 

		Patient held diabetic record issued

		X

		

		X



		XaJQp 

		Type 2 diabetes mellitus with exudative maculopathy

		X

		

		X



		XaJSr 

		Type 1 diabetes mellitus with exudative maculopathy

		X

		

		X



		XaJTV 

		O/E - pinhole L-eye completely blind

		X

		

		X



		XaJTZ 

		O/E - pinhole R-eye completely blind

		X

		

		X



		XaJUI 

		Diabetes mellitus induced by non-steroid drugs

		X

		

		X



		XaJYg   

		Diabetes clinical management plan

		X

		

		X



		XaKaL 

		Seen in diabetic nurse consultant clinic

		X

		

		X



		XaKaM 

		Seen in community diabetes specialist clinic

		X

		

		X



		XaKaW  

		Diabetic retinopathy screening offered

		X

		

		X



		XaKbH  

		Seen in community diabetic specialist nurse clinic

		X

		

		X



		XaKbu 

		Discharged from care of diabetes specialist nurse

		X

		

		X



		XaKGq 

		Referral to diabetes preconception counselling clinic

		X

		

		X



		XaKGy  

		Referral to diabetes structured education programme

		X

		

		X



		XaKGz 

		Family/carer referral to diabetes structured education programme

		X

		

		X



		XaKH7

		United Kingdom Prospective Diabetes Study 10 year coronary heart disease risk score

		X

		

		X



		XaKOF 

		Patient held diabetic record declined

		X

		

		X



		XaKRy 

		Refused consent for upload to national shared electronic record

		X

		

		X



		XaKSn  

		Diabetes care plan agreed



		X

		

		X



		XaKT5 

		Diabetic Patient Unsuitable for digital retinal photography

		X

		

		X



		XaKYb 

		On learning disability register

		X

		

		X



		XaKyW 

		Type 1 diabetes mellitus with gastroparesis

		X

		

		X



		XaKyX  

		Type 2 diabetes mellitus with gastroparesis

		X

		

		X



		XaKzO 

		Referral to multidisciplinary diabetic clinic

		X

		

		X



		XaKzP 

		Seen in multidisciplinary diabetic clinic

		X

		

		X



		XaL1E 

		Digital retinal screening offered

		X

		

		X



		XaL1S  

		Did not attend diabetic retinopathy clinic

		X

		

		X



		XaL4H  

		Evaluation of retina

		X

		

		X



		XaL4M  

		Evaluation of retina NOS

		X

		

		X



		XaL4O  

		Destruction of subretinal lesion

		X

		

		X



		XaL4R 

		Other specified destruction of subretinal lesion

		X

		

		X



		XaL4S  

		Destruction of subretinal lesion NOS

		X

		

		X



		XaLMa 

		Referral to diabetic register

		X

		

		X



		XaLMy 

		Patient consent given for addition to diabetic register

		X

		

		X



		XaLsL    

		Diabetic digital retinopathy screening offered

		X

		

		X



		XaMFF 

		Referral for diabetic retinopathy screening

		X

		

		X



		XaMhQ  

		Referral to community diabetes specialist nurse

		X

		

		X



		XaNQb  

		Consent to share clinical information for retinal screening withheld

		X

		

		X



		XaNQY  

		Consent to share demographic information for retinal screening withheld

		X

		

		X



		XaNQZ   

		Consent to share clinical information for retinal screening provided

		X

		

		X



		XaNTd 

		Did not complete diabetes structured education programme

		X

		

		X



		XaON1  

		Referral to diabetes special interest general practitioner

		X

		

		X



		XaPem 

		Diabetic retinopathy screening administrative status

		X

		

		X



		XaPjK 

		Excluded from diabetic retinopathy screening as blind

		X

		

		X



		XaPyT

		Influenza vaccination given by other healthcare provider

		X

		

		X



		XaQdj

		History of influenza vaccination

		X

		

		X



		XaQGH 

		Discharged from diabetes shared care programme

		X

		

		X



		XaQZ3 

		Moderate learning disability

		X

		

		X



		XaQZ4 

		Severe learning disability

		X

		

		X



		XaREt 

		Mild learning disability

		X

		

		X



		XaREu 

		Profound learning disability

		X

		

		X



		XaX3r  

		Diabetic dietary review declined

		X

		

		X



		XaZ0d

		Seasonal influenza vaccination

		X

		

		X



		XaZ0e

		Seasonal influenza vaccination given by other healthcare provider

		X

		

		X



		XaZ0i

		Seasonal influenza vaccination declined

		X

		

		X



		XaZ0j

		Seasonal influenza vaccination contraindicated

		X

		

		X



		XaZ0k

		Seasonal influenza vaccination not indicated

		X

		

		X



		XaZ0l

		Consent given for seasonal influenza vaccination

		X

		

		X



		XaZfY

		Seasonal influenza vaccination given by pharmacist

		X

		

		X



		XC0cu 

		Eye completely blind

		X

		

		X



		XE0B4 

		Correction of ptosis of eyelid using sling of fascia

		X

		

		X



		XE0BT 

		Destruction of lesion of retina

		X

		

		X



		XE0Kk  

		Intraocular tension relief (& glaucoma)

		X

		

		X



		XE10E  

		Diabetes mellitus, juvenile type, with no mention of complication

		X

		

		X



		XE10F  

		Diabetes mellitus, adult onset, with no mention of complication

		X

		

		X



		XE10G  

		Diabetes mellitus with renal manifestation

		X

		

		X



		XE10H 

		Diabetes mellitus with neurological manifestation

		X

		

		X



		XE10I 

		Diabetes mellitus with peripheral circulatory disorder

		X

		

		X



		XE10l 

		Polycystic ovaries

		X

		

		X



		XE128 

		Diabetes mellitus (& [ketoacidosis])

		X

		

		X



		XE12A 

		Diabetes mellitus: [adult onset] or [noninsulin dependent]

		X

		

		X



		XE12C 

		Diabetes mellitus: [juvenile] or [insulin dependent]

		X

		

		X



		XE15n 

		Myasthenic syndrome due to diabetic amyotrophy

		X

		

		X



		XE15s 

		Retinal detachments and defects

		X

		

		X



		XE163  

		Chorioretinal inflammations scars and other disorders of choroid

		X

		

		X



		XE16F

		Glaucoma due to ocular tumour or cyst

		X

		

		X



		XE18f 

		Other retinal disorders &/or retinopathies

		X

		

		X



		XE18p  

		(Borderline glaucoma) or (ocular hypertension) or (increased intra-ocular pressure)

		X

		

		X



		XE18r 

		(Secondary cataract) or (diabetic cataract)

		X

		

		X



		XE191 

		Blind or low vision - both eyes

		X

		

		X



		XE193 

		Blind or low vision - one eye only

		X

		

		X



		XE195  

		Blindness or low vision NOS

		X

		

		X



		XE1Od 

		Visual testing

		X

		

		X



		XE1PL  

		(Visual testing) or (special eye tests)

		X

		

		X



		XE1sJ 

		Fat embolism (& [traumatic])

		X

		

		X



		XE25Z 

		Glucose tolerance test

		X

		

		X



		XE2a8 

		Primary angle-closure glaucoma

		X

		

		X



		XE2Hq 

		FP22-death

		X

		

		X



		XE2Nd 

		Diabetes monitoring admin.

		X

		

		X



		XE2uU  

		Acquired ptosis of eyelid

		X

		

		X



		XM050 

		Ptosis of eyelid

		X

		

		X



		XM0cY   

		Diabetes treatment satisfaction questionnaire

		X

		

		X



		XM0ga

		OPCS consciousness disability scale

		X

		

		X



		XM0gb

		OPCS continence disability scale

		X

		

		X



		XM0gc

		OPCS dexterity disability scale

		X

		

		X



		XM0gd

		OPCS disfigurement disability scale

		X

		

		X



		XM0ge

		OPCS eating, drinking and digestion disability scale

		X

		

		X



		XM0gf

		OPCS hearing disability scale

		X

		

		X



		XM0gg

		OPCS intellectual functioning disability scale

		X

		

		X



		XM0gh

		OPCS locomotion disability scale

		X

		

		X



		XM0gi

		OPCS personal care disability scale

		X

		

		X



		XM0gj

		OPCS reaching and stretching disability scale

		X

		

		X



		XM0gk

		OPCS seeing disability scale

		X

		

		X



		XM0gX

		OPCS disability scales

		X

		

		X



		XM0gY

		OPCS behaviour disability scale

		X

		

		X



		XM0gZ

		OPCS communication disability scale

		X

		

		X



		XM19P 

		Blind left eye

		X

		

		X



		XM19Q 

		Blind right eye

		X

		

		X



		XM1ES

		Abnormal glucose tolerance test

		X

		

		X



		XM1Qx  

		Diabetes mellitus with gangrene

		X

		

		X



		XSETH

		Maturity onset diabetes mellitus in young

		X

		

		X



		XSETK 

		Drug-induced diabetes mellitus

		X

		

		X



		XSETp 

		Diabetes mellitus due to insulin receptor antibodies

		X

		

		X



		ZC2C8

		Dietary advice for diabetes mellitus

		X

		

		X



		ZL225

		Under care of diabetic liaison nurse

		X

		

		X



		ZL625

		Referral to diabetes nurse

		X

		

		X



		ZL626

		Referral to diabetic liaison nurse

		X

		

		X



		ZLA25

		Seen by diabetic liaison nurse

		X

		

		X



		ZLD75

		Discharge by diabetic liaison nurse

		X

		

		X



		ZRas1

		OPCS behaviour disability scale

		X

		

		X



		ZRas2

		OPCS communication disability scale

		X

		

		X



		ZRas3

		OPCS consciousness disability scale

		X

		

		X



		ZRas4

		OPCS continence disability scale

		X

		

		X



		ZRas5

		OPCS dexterity disability scale

		X

		

		X



		ZRas6

		OPCS disfigurement disability scale

		X

		

		X



		ZRas7

		OPCS eating, drinking and digestion disability scale

		X

		

		X



		ZRas8

		OPCS hearing disability scale

		X

		

		X



		ZRas9

		OPCS intellectual functioning disability scale

		X

		

		X



		ZRasA

		OPCS locomotion disability scale

		X

		

		X



		ZRasB

		OPCS personal care disability scale

		X

		

		X



		ZRasC

		OPCS reaching and stretching disability scale

		X

		

		X



		ZRasD

		OPCS seeing disability scale

		X

		

		X



		ZRBa

		Education score - diabetes

		X

		

		X



		ZRbH

		Perceived control of insulin-dependent diabetes

		X

		

		X



		ZV771

		[V]Screening for diabetes mellitus

		X

		

		X



		

		

		

		

		



		f1% - f8% 

		Diabetes drugs

		X

		

		X





*Only the status of the patient as having a diagnosis of diabetes will be shared, no specific diagnostic data will be accessible to Booking/ Failsafe users





Notes:

*1 – Others (mentioned in the title) – relates to other healthcare professionals directly involved in the care of the patient.

*2 – This data items is required to help the Practice exclude Diabetes, where the patient is taking diabetic related medication (it will be hosted for access by General Practice)



The codes specified within the left most column are Read Codes version 2.  Some GP Practice clinical systems make use of Read Codes version 3 (also known as CTV3).  Whilst all Read 2 codes are detailed above and are all within the Read Code 3 coding system, some additional Read 3 codes do exist and will be exported, but only where the meaning is as defined in the table above.

For transparency, the full expanded set of all Read 2 and Read 3 codes that are requested in the export script can be found within the embedded document:








D: Management and Audit Arrangements for Patients with Refused Consent Codes

This section details exceptions to the above data export arrangements, patient data will not be exported where the patient has either of the two coded detailed in Figure 3 below.

Figure 3 - Refused Consent Codes preventing Export 



		Code

		Read Code Type

		Description



		9NdC

		Read Code 2

		Consent to share demographic information for retinal screening withheld



		XaNQY

		Read Code 3

		Consent to share demographic information for retinal screening withheld







The export process will not operate for these patients, Practices will need to audit any patient with either of these two codes and establish their wishes with regards to participating in the DESP. 

Practices should note that where a subsequent consent code is provided (please refer to Figure 5) these codes will be ignored, as they will have been superseded.

Health Intelligence will prompt Practices to undertake an audit of any patient with diabetes who has one of the above codes recorded on a six-monthly basis.  We will run a MIQUEST script, which will identify aggregate only numbers of these patients, and request the Practice to consider the most appropriate management of these patients where any are identified.

Referring to the table below (Figure 4), codes 9NdF and XaNQb, the meaning of these codes is ambiguous and unhelpful in determining the patient’s wishes and supporting the export of data for their registration with the Programme. A logical interpretation of the description would imply that the patient only wish to share administrative data (not clinical data) with the DESP; but what about their status as being a patient with diabetes.  The patient could argue that this is clinical data, but it is required to register the patient as someone who is eligible for screening. Accordingly, we cannot safely determine the appropriateness of the export of data on these patients; clearly they do not wish to participate in the data export arrangements noted above and we will therefore not be covered by our standard automated export arrangements.  

It is recommended that Practices do not make use of these codes.

As the export process will not operate for these patients, Practices will need to make a referral to the DESP via the on-line system or on paper, should it be established that they do wish to participate.

Health Intelligence will prompt Practices to undertake an audit of any patient with diabetes who has either of the two codes detailed in Figure 4 below on a six-monthly basis.  A MIQUEST script will generate aggregate only numbers of these patients and we will request the Practice to consider the most appropriate management of these patients where any patent is identified.







Figure 4 – Refused consent to sharing of clinical information

		Code

		Read Code Type

		Description



		9NdF

		Read Code 2

		Consent to share clinical information for retinal screening withheld



		XaNQb

		Read Code 3

		Consent to share clinical information for retinal screening withheld







If the patient does not wish to participate in the English National Diabetic Eye Screening Programme then please make use of one of the refused consent codes in Figure 3 above.

Figure 5 details consenting codes, which if provided subsequent to a refused consent code, will re-initiate the export of patient data. 

Figure 5 – Consenting Codes

		Code

		Read Code Type

		Description



		9NdA

		Read Code 2

		Consent to share demographic information for retinal screening provided



		9NdB

		Read Code 2

		Consent to share demographic information for retinal screening implied



		9NdD

		Read Code 2

		Consent to share clinical information for retinal screening provided



		9NdE

		Read Code 2

		Consent to share clinical information for retinal screening inferred



		XaNQW

		Read Code 3

		Consent to share demographic information for retinal screening provided



		XaNQX

		Read Code 3

		Consent to share demographic information for retinal screening implied



		XaNQZ

		Read Code 3

		Consent to share clinical information for retinal screening provided



		XaNQa

		Read Code 3

		Consent to share clinical information for retinal screening inferred







Withdrawing a Refused Consent Code

Historically, code 93C1 (Refused consent for upload to local shared electronic record) was used as a refused code and therefore prevent the export of patient data.  This code is not being used to prevent the export of patient data from the 5th January 2016.  HI will identify any patient who is now to be included in the export arrangements, but has this code and inform the Practice of these patients to confirm either that:

a) they should now be invited for screening, or 

b) they should continue to be excluded from the export. 



















Version Control

		Version

		Date

		Changes



		V8

		30th October 2015

		Added to Cohort 

C11y3 Impaired fasting glycaemia

R10D0 [D]Impaired fasting glycaemia

42W5 (>42) Haemoglobin A1c level – IFCC

6AC Review of IGT and Laboratory Medicine standardised

8HlS Referral for management of IGT

 

Range Added (>6.5) 

44g1 Plasma fasting glucose level

Removed from Cohort 

42c% HbA1 - diabetic control

42W% Hb. A1C - diabetic control 

44V3 Glucose tol. test diabetic 

44V4 GTT = renal glycosuria



		V9

		3rd August 2016

		Removal of sensitive code (Except F4K44 Argyll Robertson pupil)



		V10

		15th February 2017

		Removal from cohort: 65E%, 3881, 6872, 9h41, 2G511, K081, X30Jo, X30Jp.  Additional to cohort and data pulled PKyP, XaBun, 



		V11

		16TH February 2017

		Addition of Read 3 Codes into main table, along with descriptors.  Removed from cohort 8HIS, X77HS, XaFw9, XaIPU, XaIPm, XaIPi, XaE5Y, XaE5U, XaE5Z, XaE5V, XaE5W, XaIP5, XaIW8, XaItc Removed from data X30jo, X30jp, XaJQu



		V12

		10th August 2018

		Date ranges for Cohort Selection for those with clinical data but no formal diagnosis added, following a Data Minimization Review.
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GUIDANCE NOTE



Introduction

This guidance note is intended to provide your Practice with an explanation on the status and remit of the Kent and Medway Diabetic Eye Screening Programme (“Kent & Medway DESP”). The Secretary of State delegates a number of his/her public health functions to NHS England. The public health functions agreement 2017 – 2018 enables NHS England to commission certain public health services which will drive improvements in population health, and this agreement sets out the service specifications which are to be commissioned in order to satisfy those public health functions.  One such service is the National Diabetic Eye Screening Programme, and so it is commissioned by NHS England in order to discharge part of their public health duties.  



[bookmark: _Hlk513027528]NHS England has responsibility to ensure that the Diabetic Eye Screening pathway is seamless from entry in primary care through to integration with NHS management, treatment and care including liaison with Acute Trusts/ Hospital Eye Services. A key element of the National Specification No 22 is for DESPs to work with GP Practices to create, validate and maintain, using national recommended electronic export solutions, a register of all people with diabetes mellitus (excluding gestational diabetes) age 12 and over who are eligible to be invited for screening. 



This initiative follows a tender process by NHS England & NHS Improvement - South East (Kent, Surrey & Sussex) (“NHSE”) which resulted in the appointment of Health Intelligence Ltd (“HI”) on a 5-year contract to deliver the Kent & Medway DESP commencing on the 11th October 2019.  



As part of the service, HI has been engaged to support GP Practices across Kent to export relevant patient data to maintain the diabetes register and share patient data with other relevant healthcare professionals.



This guidance note introduces the data supply, sharing and access agreement (sometime referenced as the Data Sharing Agreement) for these purposes (the “Agreement”).   This document confirms how the diabetic eye screening record is formed from the supply of data from the Practice and other data controllers, for example, Ophthalmology Departments provide updates on patients with diabetes under their care for diabetic retinopathy. This is a crucial aspect of public health.



The Kent & Medway DESP service is provided for the following Clinical Commissioning Groups (“CCGs”) and their associated Practices and their registered patients: 



· NHS Canterbury and Coastal

· NHS Ashford

· NHS South Kent Coast

· NHS Thanet

· NHS West Kent

· NHS Medway

· NHS Dartford Gravesham & Swanley

· NHS Swale



 In order to provide the service, a single register of all patients with diabetes is established and maintained for the Kent & Medway DESP by HI on a Programme register, known as the Single Collated List (SCL).  Accordingly with the agreement of your Practice, HI will provide a service to assist your Practice to ensure accurate registers and timely referral.  



The Kent & Medway DESP will:



a) Export and securely host patient data from your Practice’s clinical system to provide access to the Kent & Medway DESP for your eligible patients

b) Provide referral pathway support and reports for your Practice, ensuring all relevant patients are identified and promptly referred in line with the targets for promptly inviting patients following their diagnosis. 



Referral Procedure and Consent

Once a Practice user has selected a patient diagnosed with diabetes for referral to the Kent & Medway DESP, the patient’s administrative data will then be accessible to HI’s Programme Administrators in order to generate a screening invitation letter. Practices may wish to discuss with their patients, their referral to the DESP at the time of diagnosis or prior to the referral or rely on the implied consent arrangements as detailed in national guidance. When the patient attends for their screening appointment, we will reference our Privacy Notice and confirm that the patient does wish to be screened.  We will also confirm that their data will be processed and shared with other healthcare professionals involved in their care e.g. in support of a referral to Ophthalmology.  The organisations that may access patient data (at various levels) are detailed in Schedule 2 of the Agreement.



Benefits of the approach include Practices having access to the following within HI Hub:



· DESP Programme Functionality: Delivers functionality to electronically,  refer patients over into the DESP and maintain their status rather than the current manual and time-consuming process. This has the advantage of keeping the details of your patients current and will reduce administrative time and human error when re-keying data.



· DESP Programme Reporting: Access to DESP results and images and access to data quality reports that support Practices to identify patients who should be considered for inclusion in the DESP. For example, patients with diabetes procedure codes or being prescribed diabetes drugs / monitoring strips who have not yet been formally diagnosed.

Governance

[bookmark: _Hlk513027596]NHSE has reviewed these proposed arrangements to confirm their appropriateness. Whilst mandated in the National Specification No 22, it is, however, for each Practice to confirm they agree to participate in exports of data by entering into the Agreement.  As a Data Controller of the personal data that you manage (alongside other Practices and providers of Ophthalmology services, who are Data Controllers in respect of the personal data which they manage), the Practice confirms in line with SCHEDULE 2 the organisations that may access the patient data exported from the Practice.  



The Local Medical Committee are being consulted on the service to ensure that data hosted within HI Hub is agreed, data sharing arrangements are agreed, and utilisation of the data is agreed.  It is, however, for each Practice to confirm they agree to participate in this initiative by entering into the Agreement. The Practice will remain in control of who may access patient data and at what level.   



Legal Basis for Sharing

The legal basis 

The processing and sharing of data with other NHS Organisations is for medical purposes and is being initiated by the GP Practice. Health Intelligence will export the relevant patient data on behalf of the Practice; and host and process data as reflected by its contract with NHSE and the restrictions set out in this Agreement and similar documents with the other Data Controllers contributing to the DESP.  Health Intelligence will ensure it only processes data as reflected by this and similar Agreements, and in accordance with the Data Protection Act 2018 ("DPA 2018") which incorporates the General Data Protection Regulation ("GDPR").

Personal data must be processed lawfully, fairly, and transparently.  There must be a lawful basis for processing, as set out either under the DPA or GDPR by satisfying one of the conditions in Schedule 2 of the DPA/Article 6 of GDPR.  In addition, as this involves data relating to a patient's health then it is a special category of personal data.   



[bookmark: _Hlk513027084]Under GDPR, Data Controllers who are public bodies cannot rely upon the legitimate interest basis for processing unless they are acting outside of their functions as a public authority. They can, however, rely upon Articles 6(1)(c) and 6(1)(e) for processing which applies to tasks carried out in the public interest.  



Moving onto the additional basis for processing required by special categories of personal data, provision of care and treatment can rely upon Article 9(2)(h) of GDPR apply similarly in that personal data can be processed where it is necessary to do so for the purposes of preventative or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care, or treatment, or the management of health and social care systems / services.



The sharing of patient identifiable data (PID) will only take place with the Data Controllers who participate in the DESP service, however other organisations are able to access patient level, but Anonymised Data and Aggregate Only data (as detailed in SCHEDULE 2).  



Under the DPA 2018 / GDPR, Data Controllers will be expected to be much more transparent with patients about how their data will be processed.  For the reasons outlined above, you will not need patient consent to share and access information through the DESP. However, your Privacy Notice should explain that data will be shared with the DESP.  The Practice’s Privacy Notice could reference the Kent & Medway DESP Privacy Notice.

In addition to the requirements of the data protection legislation, any sharing of personal data must also take place in accordance with the common law duty of confidentiality.  The duty does not require consent from a patient where the proposed use of their data is in the public interest (which it is here) as it directly benefits patient and public health.  Good practice suggests that although consent is not required, patients should be told how their data will be used and this should be set out in your Privacy Notice (as referenced in the previous paragraph).  This is a matter for all Data Controllers to address themselves.  

The flow of patient identifiable data concerning patients who would benefit from the diabetic eye screening between General Practice and the Kent & Medway DESP occurs presently and is an established information flow. 

Some aggregate only data (numbers and percentages only) and anonymised data will be shared with NHS England as part of their management of the service and for invoice validation. Whilst the DPA 2018/GDPR and Health & Social Care Act 2006 are concerned with the appropriateness of sharing patient identifiable data, anonymised or aggregate data are not subject to these Acts, provided that the patients cannot be identified from the data.  



How the Data Export Works

Support for MIQUEST is delivered under the GPSoC Framework contract which is due to terminate once the GP IT Future Framework contract is live.  This is due to happen during 2019, however the timing of the withdrawal of support for MIQUEST is not clear.  For as long as MIQUEST is available this will be the method used for exporting the relevant patient data from your Practice under this agreement.



Given the uncertainties regarding how long MIQUEST will continue to function, this agreement also confirms that we will make use of GP2DRS as a backup and contingency option, however only where the Practice has initiated this request on their clinical system. 



Security Arrangements

A key issue for all concerned is ensuring the security of patient data.  The Agreement (along with this Guidance Note) has been reviewed by the NHSE. 

HI is an ISO27001:2013 Security Management System certified company who undergo regular internal and external audits to ensure full compliance with data security regulations. Our Security Policy confirms the security, confidentiality and patient consent obligations. The Security Policy (as may be updated or amended from time to time) can be found on HI’s website at www.health-intelligence.com. The obligations imposed under this agreement also apply to any agreed extensions to the scope of data to be hosted.  

Information Governance Arrangements

Another key issue is that of Information Governance in general and specifically compliance with the various Acts and NHS best practice associated with processing and sharing patient data.  In support of the requirement to inform patients regarding the arrangements for hosting and processing their data, HI provide a Poster for display on patient notice boards within the Practice and also further information on the Kent & Medway DESP website (www.kmdesp.co.uk).  



Strengthened by the General Data Protection Regulation (GDPR) requirements and DPA 2018, it is the Practice’s responsibility to be transparent about how patient data is being used and who it is being shared with.  The Poster assists with meeting the Privacy Notice Arrangements in support of compliance with the DPA and GDPR. HI recommends that your Privacy Notice reflects the information sharing and processing which will take place under the Agreement.  



Confidentiality Arrangements

The Agreement confirms who may access patient data, when such parties can access the patient data, and which specific level of access will be granted (for example, Aggregate Only (numbers and percentages), Patient Level but Anonymised or Patient Identifiable Data (“PID”)).

Only the parties identified in SCHEDULE 2 of the Agreement (including, for example, your GP Practice or the Kent & Medway DESP) shall have access to patient data. 

Security Incidents:  

Any actual or perceived security incidents will be handled in line with the provisions of the Agreement and in line with the Department of Health’s Information Security Management: NHS Code of Practice (2007). 

Who to contact for more information:

If you have any specific questions around the Agreement, please feel free to contact HI’s Support Desk on: (01270) 527 373.



For further information please contact:

Mr Michael Pennington, 

Data Protection Officer
Health Intelligence Ltd
Unity House
Road Five, Winsford Industrial Estate
Winsford
Cheshire
CW7 3RB



Email: dpo@health-intelligence.com
Tel: 01270 765124



Alternatively, please email HI on: supportdesk@health-intelligence.com 



Please send your signed agreement to:

Ms Adelaide Mitchell, 

Support Services Team, 

Health Intelligence Ltd, 

Unity House, Road Five, 

Winsford Industrial Estate
Winsford, Cheshire
CW7 3RB




DATA SUPPLY, SHARING AND ACCESS AGREEMENT



		CONTRACT SHEET



		PARTIES



		· HEALTH INTELLIGENCE LTD a company incorporated in England with company number 03257228 whose registered office is at Beechwood Hall, Kingsmead Road, High Wycombe, Buckinghamshire, HP11 1JL (“HI”); and

· XXXXXXXXXXXXXXXXXXXXXX whose place of business is at XXXXXXXXXXXXXXXXXXXX the “Participant”),

(each a “party” and together the “parties”). 



		BACKGROUND



		· HI have been commissioned to provide the Kent and Medway Diabetic Eye Screening Programme for Kent and Medway (the “Service”) by NHS England & NHS Improvement - South East (Kent, Surrey & Sussex). Patient data will be registered and managed through the hosted software solution known as [HI Hub (Spectra module)] (the “HI Software”), owned and provided by HI. 

· The parties have agreed to the supply, hosting, access and sharing of applicable patient data in accordance with the terms and conditions of this Agreement. 

· Once this Contract Sheet is in agreed form and has been signed by both HI and the Participant, the parties will have a binding contract incorporating the attached terms and conditions. The Participant shall return its executed counterpart to HI at the address specified below, following which a copy of the fully executed and dated Agreement will be sent to the Participant at the address above.  



		Participant Code:

		



		Practice Name:

		



		CCG Area:

		



		Clients:

		NHS England & NHS Improvement - South East (Kent, Surrey & Sussex)



		HI Address:

		Support Services, Health Intelligence Limited, Unity House, Road Five, Winsford Industrial Estate, Winsford, Cheshire, CW7 3RB



		Name of the Authorised Individual(s)

(who may authorise subsequent revisions to this Agreement whilst on-line)

		Print Name of 1st Authorised Person:  ___________________________________________

Print Name of 2nd Authorised Person: ___________________________________________

Print Name of 3rd Authorised Person: ___________________________________________



		SIGNATURE



		We confirm that we have read and agree to the terms and conditions attached below.  



		Signed for and on behalf of the Participant:





Print name





Signature of Senior Partner (or nominated representative)



Date_______________________________

		Signed for and on behalf of the Participant:



____________________________________

Print name





Signature of Practice’s Caldicott Guardian/Information Governance Manager

Date________________________________

		Signed for and on behalf of HI:



____________________________________

Print name





Signature of Philip Kirby, Managing Director

Health Intelligence Ltd

Date________________________________










THE PARTIES AGREE AS FOLLOWS:



DEFINITIONS



In this Agreement, the following expressions shall have the following meanings:



		“Agreement”

		Means the Contract Sheet and these terms and conditions



		“Audit”

		Has the meaning given to it in Clause 5.7



		“Business Functions”

		Means the Participant’s functions e.g. Provision of General Practice Services.



		“Client”

		Means the NHS organisation which has contracted with HI for the provision of the Service, as specified in the Contract Sheet. 



		“Contract Sheet” 

		Means the completed and executed contract sheet preceding these terms and conditions. 



		“Contract”

		Means the agreement entered into between the Client and HI for the provision of the DESP 



		“Data Protection Act 2018”

		The Data Protection Act 2018 came into force on 25 May 2018. The Act supplements the General Data Protection Regulation (GDPR) and incorporates it into UK law.



		“Data Protection Legislation”

		Means the Data Protection Act 2018 and the General Data Protection Regulation, and where “Data Controller”, “Data Processor”, “Data Subject”, “Personal Data”, “Process” or “Processing” are referred to in this Agreement, they shall have the meaning specified in the Data Protection Legislation.  



		“Field Sets”

		Identify the range of care settings (primary care, outpatient care, inpatient care, welfare) and accompanying data which may be accessed by the Participant to perform its Business Functions appropriately.



		“FOIR”

		Means a request under the Freedom of Information Act 2000.  



		“General Data Protection Regulation” or “GDPR”

		The regulations being adopted by the UK Government relating to the General Data Protection Regulation (GDPR) enacted in May 2018 and placing additional obligations on organisations regarding transparency, fair processing and additional rights for the data subject.



		“HI Software”

		Has the meaning given to it in the Contract Sheet. 



		“HI”

		Means Health Intelligence Ltd, the organisation contracted to provide the Diabetic Eye Screening Programme.



		“Patient Data Sets”

		Means the Participant’s patient data (for current patients registered with the Participant) held on its clinical system, as specified in SCHEDULE 1 (and as may be extended by the agreement of the parties from time to time). 



		“Record Set Restrictions”

		Means the parameters limiting the views that the Participant and/or its authorised users may have based upon Personal Data, e.g. “Current patients”, “referred/awaiting review”, “and alive”, “anonymised trend summary” as specified in SCHEDULE 3.



		“Security Manager”

		Means the individual within the organisation who takes ownership of information security /information governance matters.



		“Security Officer”

		Means the party appointed as such by the Participant.



		“Security Policy”

		Means the Department of Health’s Information Security Management: NHS Code of Practice (2007) and HI’s Security Policy.



		“Service” 

		Has the meaning given to it in the Contract Sheet. 



		“Support Desk” 

		Means HI’s support desk in respect of the HI Software, contactable by Participants via email through supportdesk@health-intelligence.com or on (01270) 527 373.  







In this Agreement, unless the context otherwise requires: (a) words in the singular include the plural and words in the plural include the singular and a reference to one gender shall include a reference to the other genders; (b) Clause, Schedule and paragraph headings shall not affect the interpretation of this Agreement; (c) the Schedules form part of this Agreement and shall have effect as if set out in full in the body of this Agreement and any reference to this Agreement includes the Schedules; (d) references to Clauses and Schedules are to Clauses and Schedules of this Agreement and references to paragraphs are to paragraphs of the relevant Schedule; (e) a person includes a natural person, corporate or unincorporated body (whether or not having a separate legal personality); (f)  references to any enactment, order, regulation or other similar instrument shall be construed as a reference to the enactment, order, regulation or instrument as amended or re-enacted by any subsequent enactment, order, regulation or instrument; and (g) any words following the terms including, include, in particular, for example or any similar expression shall be construed as illustrative and shall not limit the sense of the words, description, definition, phrase or term preceding such terms. 



[bookmark: _Ref430858562]SUPPLY OF DATA

 

HI shall:



Export data from the Practice Clinical System using MIQUEST. Data will flow only over the HSCN network in accordance with the provisions of this Agreement and the Security Policy. 

Where the Practice has initiated a request to share data via GP2DRS, process patient data via GP2DRS as a backup and contingency measure.

Host the HI Software required for the Programme in accordance with the provisions of this Agreement and the Security Policy.



The Participant hereby agrees to:



[bookmark: _Ref430856835]The data export of the Patient Data Sets to HI for the purposes of this Agreement



Ensure that it has complied with the DPA and GDPR regarding fair and lawful processing information, to support the supply, export and hosting of the Patient Data Sets to HI pursuant to Clause 2.2.1 above



[bookmark: _Hlk512670428]Any extension to the content of the Patient Data Sets to be exported by HI shall be agreed between the parties, in the form of an addendum to this Agreement. HI shall submit an addendum to the Participant for any such extension and no such extension shall be effective or implemented until HI has received written/electronic confirmation by an authorised individual of its request from the Participant.



The Participant warrants that the Personal Data supplied by it to the HI Software was obtained by the Participant and provided to HI in compliance with the Data Protection Legislation. 



[bookmark: _Ref430870421]DATA SHARING



[bookmark: _Ref430861515][bookmark: _Ref430859882][bookmark: _Ref430860057]Subject to Clause 3.3, HI shall be entitled to access and use the Patient Data Sets for the purposes of complying with its obligations under this Agreement and in supporting and providing delivery of the Programme. HI shall not be entitled to use the contents of the Patient Data Sets for commercial purposes.  



[bookmark: _Ref430867986][bookmark: _Ref430861522]HI shall not access or use the Patient Data Sets exported to the HI Software before a referral to the Programme has been made by the Participant, unless the Participant requests support. Once a referral has been made, HI shall be entitled:



To access only administrative data of the patient contained in the Patient Data Sets



Provided the Privacy Notice has been provided and an opportunity to discuss the  notice has been provided during screening, Personal Data will be accessed and used by healthcare professionals involved in their care, (including relevant clinical data) relating to the patient contained in the Patient Data Sets.     



[bookmark: _Ref430869058]Subject to Clause 3.4, the Participant hereby agrees to grant access to use the Patient Data Sets to the third parties identified in SCHEDULE 2 for the purposes set out therein. HI shall comply with the provisions of this Agreement and the Security Policy in respect of any sharing of the patient data pursuant to this Clause 3.1. 



[bookmark: _Ref430878344][bookmark: _Ref430869216]No access shall be granted to the Patient Data Sets pursuant to Clause 3.3 above unless:



An agreement to appropriately control access to the data and restrict user accounts to relevant healthcare professionals has been entered into by HI with the applicable NHS or Social Care organisation identified in SCHEDULE 2.



The healthcare professional requiring access to the data is an authorised user of the HI Software.



The patient in question has provided consent for the purposes of access and use of their Personal Data by healthcare professionals involved in their care.



Such patient consents are logged within the HI Software’s applicable consent register.  

 

[bookmark: _Hlk512672349]Any changes to or extension of the access granted pursuant to Clause 3.3 above shall be agreed between the parties, in the form of an addendum to this Agreement.  HI shall submit an addendum to the Participant for any such extension and no such extension shall be effective or implemented until HI has received written/electronic confirmation by an authorised individual of its request from the Participant.



ACCESS TO THE HI SOFTWARE



As a participant of the Programme, the Participant shall (and will ensure that any of its employees, officers, contractors, agents and authorised representatives shall) use the HI Software in accordance with the provisions set out in SCHEDULE 3 and the terms of this Agreement. 



The Participant shall be entitled to access its Patient Data Sets contained within the HI Software for the purposes of the Programme. HI shall facilitate the provision of and reporting on such data to the Participant.    



The Participant agrees that any information obtained from the HI Software shall:



Only be disclosed to, and used by, users and employers who plan, govern and/or deliver healthcare or social care services under the directives of the Participant for its patients



Only be used for the benefit of the applicable patient within the care of the Participant that is the Data Subject of the information in question



Not be provided to any third parties so as to avoid the requirement of such third party entering into a data access agreement with HI in respect of the Patient Data Sets 

The Participant hereby agrees to:



If applicable, assign those Business Functions, Field Sets and Record Set Restrictions detailed in SCHEDULE 3 to its employees, contractors, link workers and other users



Use all reasonable endeavours to ensure that the Client (or, if applicable, any of its assignees and/or successors) is not placed in breach of any of its obligations under the Contract by virtue of any act or omission by the Participant and/or any of its employees, officers, contractors, agents and authorised representatives 



Report any faults, issues or enhancement requests to HI’s Support Desk



Abide by the Security Policy and nominate a Security Officer and/or “Caldicott Guardian” to undertake the duties specified in the Security Policy



4.4.5 	Record and notify HI of all incidents capable of placing at risk or affecting the confidentiality, integrity and availability of data delivered to, via, or from the HI Software immediately upon such incidents occurring and to fully co-operate and liaise with HI’s Security Manager on all such incidents.   



The parties agree to co-operate and assist each other in complying with any subject access request by a Data Subject.  



The Participant acknowledges and agrees that, in the event the Client is required to respond to a Freedom of Information Request (FOIR) relating to aggregate only data, HI shall be entitled to support and assist the Client as reasonably necessary in providing a response.  



[bookmark: _Ref430880179][bookmark: _Ref430882308]DATA PROCESSING



The Participant and HI acknowledge and agree that, for the purposes of the Data Protection Legislation, the Participant is the Data Controller and HI is the Data Processor in respect of any Personal Data.

HI shall only Process the Personal Data in accordance with the Participant’s instructions from time to time and shall not Process the Personal Data for any purpose other than those expressly authorised by the Participant, which shall include for the purpose of carrying out its obligations under this Agreement and as detailed within its contract with NHS England & NHS Improvement - South East (Kent, Surrey & Sussex), unless otherwise required by law in which case HI will inform the Participant of those obligations before such Processing takes place, unless HI is prohibited from so doing by the law on grounds of public interest.  

The Participant warrants to HI that it shall comply with the provisions of the Data Protection Legislation in relation to this Agreement.   



HI warrants that:

it shall process the Personal Data in compliance with all applicable laws, enactments, regulations, orders, standards and other similar instruments each with the force of law, and in accordance with the common law duty of confidentiality; 

having regard to the state of technological development and the cost of implementing any measures it shall take appropriate technical and organisational measures against the unauthorised or unlawful processing of Personal Data and against the accidental loss or destruction of, or damage to, Personal Data to ensure a level of security appropriate to (i) the harm that might result from such unauthorised or unlawful processing or accidental loss, destruction or damage; and (ii) the nature of the Personal Data to be protected;

It will ensure that its employees and agents, comply with such measures and the Security Policy

It will, taking into account the nature of processing, assist the Participant in ensuring its compliance with Articles 32 to 36 of the GDPR.



The Participant acknowledges that HI is reliant on the Participant for direction as to the extent to which HI is entitled to use and Process the Personal Data. Consequently, HI will not be liable for any claim brought by a Data Subject arising from any action or omission by HI, to the extent that such action or omission resulted from the Participant’s instructions. The Participant shall indemnify and keep indemnified and hold harmless HI from and against any and all claims, actions, demands or other proceedings brought against HI due to or resulting from the Participant’s instructions in relation to the Personal Data or breach by the Participant of the provisions of this Clause 5.

HI agrees to indemnify and keep indemnified and defend at its own expense the Participant against all costs, claims, damages or expenses incurred by the Participant or for which the Participant may become liable due to any failure by HI or its employees or agents to comply with any of its obligations under this Agreement.



[bookmark: _Ref430882840][bookmark: _Ref430968001]Subject to providing all reasonable notice to HI, the Client (and/or its authorised representatives) shall be entitled on behalf of the Participant to oversee an audit by HI of its compliance with the requirements of this Clause 5 (an “Audit”) where required by the Data Protection Legislation. HI will provide the Client and the Participant with evidence of its compliance. In the event the Client does not exercise its rights of Audit under this Clause 5.7, the Participant shall be entitled to exercise such right, subject to receiving written authorisation to do so from the Client.  

[bookmark: _Hlk512701053]HI shall notify the Participant promptly if it becomes aware of any unauthorised or unlawful processing, loss of, damage to or destruction of the Personal Data (“promptly” shall be construed by reference to the nature of the unauthorised or unlawful processing loss of, damage to or destruction of the Personal Data, and the time at which HI became aware of the same).

HI will keep a record of any processing of personal data it carries out on behalf of the Participant.

HI shall promptly comply with any request from the Participant requiring HI to amend, transfer or delete any inaccurate Personal Data.

If HI receives any complaint, notice or communication which relates directly or indirectly to the processing of the Personal Data or to either party's compliance with the Data Protection Legislation (as such compliance relates to this Agreement) and the data protection principles set out therein, it shall promptly notify the Participant and it shall provide the Participant with co-operation and assistance in relation to any such complaint, notice or communication.

At the Participant's request, HI shall provide to the Participant a copy of all Personal Data held by it in the format and on the media reasonably specified by the Participant.

HI shall not transfer the Personal Data outside the European Economic Area without the prior written consent of the Participant.

Except as specified by the terms of this Agreement HI may not authorise any third party or sub-contractor to process the Personal Data.

HI shall notify the Participant within 72 hours if it receives a request from a Data Subject for access to that person's Personal Data.

HI shall provide the Participant with co-operation and assistance in relation to any request made by a Data Subject to have access to that person's Personal Data.

HI shall not disclose the Personal Data to any Data Subject or to a third party other than at the request of the Participant or as provided for in this Agreement.

On termination or expiry of the Contract, HI shall, following any necessary migration of data to a third-party replacement provider (as may be required by the Client), destroy all Personal Data provided by the Participant pursuant to this Agreement.



HI EMPLOYEES



HI shall ensure that access to the Personal Data is limited to:



Those employees of HI who need access to the Personal Data to meet HI’s obligations under this Agreement, and



6.1.2	In the case of any access by any employee, such part or parts of the Personal Data as is strictly necessary for performance of that employee’s duties.

 

HI shall ensure that all employees:



6.2.1	are informed of the confidential nature of the Personal Data; and 



6.2.2	have undertaken training in the laws relating to handling Personal Data; and 



6.2.3	are notified of HI's and their own duties and obligations under this Agreement. 



HI shall take reasonable steps to ensure the reliability of any of HI's employees who have access to the Personal Data.



TERM



This Agreement shall commence as specified in the Contract Sheet and shall continue until:



The Contract has been terminated or expires; or



HI has ceased to have any data of the Participant (including the Patient Data Sets) under its custody or control, whichever is the later



Either party shall be entitled to terminate immediately if the other party commits any material breach of this Agreement and fails to remedy that breach within thirty (30) days’ written notice of that breach (the thirty (30) day period only applies where a breach is capable of remedy – if it is incapable of remedy, this Agreement may be terminated by written notice immediately).

Either party shall be entitled to terminate this Agreement, without clause, provided 3 months written notice is provided.

Termination or expiry of this Agreement shall not affect any accrued rights or obligations of either party arising out of this Agreement.



LIMITATION OF LIABILITY



[bookmark: _Ref430886827][bookmark: _Ref202589474][bookmark: _Ref420422729]Neither party shall exclude or limit its liability under this Agreement for:



Death or personal injury caused by its negligence



Fraud or fraudulent misrepresentation



Any liability pursuant to an indemnity granted under this Agreement, namely the indemnities set out at Clauses 5.5 and 5.6 of this Agreement.



[bookmark: _Ref430886832]HI shall not be liable whether in contract, tort (including for negligence and breach of statutory duty howsoever arising), misrepresentation (whether innocent or negligent), restitution or otherwise, for any loss of profits, loss of business, depletion of goodwill and/or similar losses, loss or corruption of data or information, pure economic loss, or any special, indirect or consequential loss, costs, damages, charges or expenses however arising under this Agreement.



[bookmark: _Ref430886837][bookmark: _Ref400722106]The Participant agrees that it will have no remedy in respect of any untrue statement or representation made to it (including those made negligently) upon which it relied in entering into this Agreement and that its only remedy can be for breach of contract (unless the statement was made fraudulently).



Each party’s Contractual Liability to the other shall not exceed £10,000. “Contractual Liability” means the total liability howsoever arising under or in relation to the subject matter of this Agreement that is not (a) unlimited by virtue of Clause 8.1; or (b) excluded pursuant to Clauses 8.2 and 8.3. 

For the avoidance of doubt, the limitation of Contractual Liability set out in Clause 8.4 is expressly subject to Clause 8.1 such that it does not limit any liability incurred in connection with any of the provisions set out in that Clause including any indemnified liability in Clauses 5.5 and 5.6.



[bookmark: _Ref430968201]CONFIDENTIALITY



[bookmark: _Ref430968283][bookmark: _Ref202530149]Each party that receives ("Receiving Party") Confidential Information from the other ("Disclosing Party"), whether before or after the date of this Agreement shall: (a) keep the Confidential Information confidential; (b) not disclose the Confidential Information to any other person other than with the prior written consent of the Disclosing Party or in accordance with this Clause 9; and (c) not use the Confidential Information for any purpose other than the performance of its obligations or its enjoyment of rights under this Agreement ("Permitted Purpose").



[bookmark: _Ref202530469]The Receiving Party may disclose Confidential Information to its own officers, directors, employees, contractors, agents, and advisers who reasonably need to know such Confidential Information for the Permitted Purpose (each a "Permitted Third Party"), provided that the Receiving Party shall remain liable to the Disclosing Party for the acts, omissions, and compliance with the terms of this Clause 9 of such Permitted Third Party as if such Permitted Third Party was the Receiving Party (and a party to this Agreement). The Receiving Party shall ensure that each Permitted Third Party is made aware of and complies with all the Receiving Party’s obligations of confidentiality under this Clause 8.



[bookmark: _Ref202530487]The terms of Clause 9.1 shall not apply to any information which: (i) is or becomes public knowledge other than by breach of this Clause 9; (ii) is independently developed without access to the Confidential Information; (iii) is in the possession of the Receiving Party prior to receipt from the Disclosing Party, other than by reason of a breach of this Clause 9 or any other obligation of confidence; or (iv) is received from a third party who lawfully acquired it and who is under no obligation restricting its disclosure.



If required by law, the Receiving Party may disclose Confidential Information to a court of competent jurisdiction or applicable regulatory authority or agency, provided that the Receiving Party shall (if legally permissible) provide reasonable advance notice to the Disclosing Party and co-operate with any attempt by the Disclosing Party to obtain an order providing for the confidentiality of such information to be maintained.



Neither party shall make any announcement or publicity statement relating to this Agreement or its subject matter without the prior written approval of the other party (except as may be required by law).



GENERAL TERMS



Assignment: Except for as provided in this Agreement, neither party shall assign, subcontract or otherwise transfer its rights or obligations under this Agreement in whole or in part without the prior written consent of the other party.



No Waiver: No failure or delay by either party to exercise any right, power or remedy shall operate as a waiver of that right, power or remedy nor shall any partial exercise preclude any further exercise of the same, or of any other right, power or remedy.



Entire Agreement: This Agreement supersedes any prior contracts, arrangements and undertakings between the parties in relation to its subject matter and constitutes the entire contract between the parties relating to the subject matter.



Notices: All notices and other communications under this Agreement shall be delivered by hand, courier, or first class pre-paid mail (either recorded delivery or registered) and will be deemed to have been served (i) if by hand, when delivered, or (ii) if by courier or first class pre-paid mail, forty eight (48) hours after delivery to the courier or posting (as the case may be), provided that the parties may agree in writing to serve notices by fax and/or email. The addresses for service of notices under this Agreement shall be sent to the address of the recipient set out in the Contract Sheet, or to such other address as the recipient may have notified from time to time.



Variation: No variation of this Agreement shall be effective unless it is agreed by both parties in writing and signed by the parties’ (or their authorised representatives). 



Severability: Any provision of this Agreement which is held invalid or unenforceable shall be ineffective to the extent of such invalidity or unenforceability without invalidating or rendering unenforceable the remaining terms hereof.



[bookmark: _Ref202508167]Remedies: No right or remedy conferred by either party is exclusive of any other right or remedy contained in this Agreement or as any law may provide, but each shall be cumulative of every right or remedy given in this Agreement now or hereafter existing and may be enforced concurrently therewith or from time to time.



[bookmark: _Ref203884715]Third Party Rights: Except as expressly provided in this Agreement, the parties hereby exclude to the fullest extent permitted by law any rights of third parties to enforce or rely upon any of the provisions of this Agreement, whether pursuant to the Contracts (Rights of Third Parties) Act 1999 or otherwise.



Relationship: Nothing in this Agreement shall constitute or imply, or be deemed to constitute or imply, any partnership, joint venture, agency, fiduciary relationship or other relationship between the parties other than the contractual relationship expressly provided for in this Agreement. Nothing in this Agreement shall be deemed to constitute either party the agent of the other party, and neither party shall have, nor represent that it has, any authority to make any commitments on the other party’s behalf.



Counterparts: This Agreement may be executed in any number of counterparts, each of which, when executed and delivered, shall be an original, and all the counterparts together shall constitute one and the same instrument.



Jurisdiction: This Agreement and any non-contractual obligations arising out of or in connection with it will be governed by English law and the parties irrevocably submit to the exclusive jurisdiction of the courts of England for the determination of any dispute arising out of or in connection with this Agreement (including in relation to any non-contractual obligations).

Dispute Resolution: The parties to this agreement will work together to promptly resolve any dispute regarding the terms of this Agreement. NHS England & NHS Improvement - South East (Kent, Surrey & Sussex) can be requested by either party to assist in the resolution of the dispute in the event that the parties cannot agree otherwise within 21 days.










SCHEDULE 1

Patient Data Sets

Table 1 – Patient Data Set, Content of the Export and Hosting Service

		Patient Data Sets

		Patient Identifiable Data to be Exported and Hosted on HI Hub



		Select Data Export

		Recommended

Data Sets

		Participant Confirmed



		1. Diabetic Eye Screening (incl. Health Equalities data)

		Yes

		[image: ]







Information on the detailed data export criteria and data set to be exported can be requested.

[bookmark: _Hlk512701226]A comprehensive document (DESP Data Export Definitions Document) noting all clinical codes to be exported, will be provided upon request. Given the number of different codes used and the creation of new codes, this document is actively maintained, with a new version likely to be produced every few months.  No extension to the scope of the data will however be made without an addendum to this Agreement.
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SCHEDULE 2

Data Sharing

Table 1 – HI Hub Data Sharing

Key: 

PID – Patient Identifiable Data; 	APD – Anonymised Patient Data; 	AO – Aggregate Only Reports may be accessed (numbers and percentages only).

APD is defined as patient level data with the NHS Number, other identifiers, Names, Address, Date of Birth and Contact Details removed.  Gender and Year & Month of Birth retained in the data set.

Entries highlighted with Bold text form the current Data Sharing arrangements that will be established and maintained by HI Hub.  

		Access Matrix

		General Practice

		Health Intelligence Ltd

		NHS England & NHS Improvement - South East (Kent, Surrey & Sussex)

		Clinical Commissioning Groups

		NHS Trusts

		Local Authority



		

		PID

		APD

		AO

		PID

		APD

		AO

		PID

		APD

		AO

		PID

		APD

		AO

		PID

		APD

		AO

		PID

		APD

		AO



		1. Diabetes Register (including Patients Likely to have Diabetes)

		Yes

		N/A

		Yes

		No

		No

		Yes

		No

		No

		Yes

		No

		No

		No

		No

		No

		No

		No

		No

		No



		2. Diabetic Eye Screening Programme

		Yes

		N/A

		Yes

		Yes Note 1

		No

		Yes

		No

		Yes Note  3

		Yes

		No

		No

		Yes

		Yes Note 2

		No

		Yes

		No

		No

		No





Notes: 

1. HI, as part of its management of the Kent & Medway Diabetic Eye Screening Programme (DESP), will have access to the administrative records for patients with diabetes only once they have been referred over into the DESP.  Once the patient attends for screening and the privacy notice has been discussed, HI will also have access to relevant diabetes clinical data to inform the delivery of the diabetic eye screening service (direct patient care).



2. NHS Trusts (including Foundation Trusts) receiving referrals from the DESP will be able to access the patient’s diabetes-related data, in support of your patient’s hospital care.  Similarly Diabetologists, maternity services, podiatry and other healthcare professionals would benefit from access and can reinforce the importance of attending for screening. HI will enter into a Data Access Agreement with each applicable NHS Trust in accordance with Clause 3.4



3. [bookmark: _Hlk535676564]Anonymised Patient data will be shared with NHS England & NHS Improvement - South East (Kent, Surrey & Sussex) as part of their management of the service and for invoice validation.
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SCHEDULE 3

Limitations on Use

Table 1: HI Software Business Purposes for Participants who are General Practice Organisations

The HI Software may be used by the Participant to support the business purposes detailed in the table below:  

		Business Purposes 

		Select by ticking the items



		1. Diabetes Register

		[image: ]



		2. Diabetic Eye Screening Programme

		[image: ]





















Table 2: Business Functions for Participants who are General Practice Organisations

		Business Functions

		Select by ticking the items



		1. Provision of General Practice Services

		[image: ]









Table 3: Field Sets for Participants who are General Practice organisations

The Field Sets identify the range of care settings (primary care, outpatient care, inpatient care, and welfare) and accompanying data that may be accessed to execute a Business Function appropriately.



Taken together with the Business Functions selected in Table 2 above, the Field Sets support the selection of data to be made available to different Participants. Individual users will be restricted within the specified range according to their function and role within the healthcare and social care provider community. 



		Field Sets

		Select by ticking the items



		1. General Practice Data

		[image: ]



		2. Screening Data

		[image: ]



		3. Hospital Eye Service Data (outpatient consultation data)

		[image: ]

























Table 4: Record Set Restrictions

In respect of Table 4 below, Part A identifies the types of individuals (patients/clients) whose records the Participant would need to review.  Part B identifies the level of detail that the Participant is empowered to view in accordance with the Data Protection Legislation and Health and Social Care Act (2001).



Part A: Sets of patients for Participants who are General Practice Organisation

		Set of Patients 

		Select by ticking the items



		1. Patients currently registered with the GP Practice

		[image: ]

















Part B: Level of Access to Data

		Set of Patients 

		Select by ticking the items



		1. Patient Identifiable Data, administrative and clinical (including retinal image sets) – This data may have been provided by General Practice, the Screening Programme and the Hospital Eye Service.

		[image: ]





















[bookmark: _Hlk512705513][bookmark: _Hlk512701498]DOCUMENT CONTROL

This page is provided to support version control and will detail all changes since this original version.



		[bookmark: _Hlk512705527]Version

		Date

		Description



		4.2

		22nd May 2019

		Original Version
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